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GIOI THIEU GIAY PHEP CONG CONG GNU

BAN DICH TIENG VIET CUA GIAY PHEP CONG CONG GNU

Day 1a ban dich tiéng Viét khong chinh thirc ctia Gidy phép Cong cong GNU. Ban dich nay
khong phai do T6 chtrc Phin mém Tu do 4n hanh, va n6 khong quy dinh vé mit phap 1y cac
diéu khoan cho cac phan mém st dung gidy phép GNU GPL -- chi c6 ban tiéng Anh gbc
ctia GNU GPL mdi ¢6 tinh phap 1y. Tuy nhién, chung t6i hy vong rang ban dich nay s& gitp
cho nhirng ngudi néi tiéng Viét hiéu rd hon vé GNU GPL.

GIAY PHEP CONG CONG GNU (GPL)

Gidy phép cong cong GNU

Phién ban 2, thang 6/1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.

59 Temple Place - Suite 330, Boston, MA 02111-1307, USA

Moi ngudi déu duoc phép sao chép va luu hanh ban sao nguyén ban nhung khong duoc
phép thay d6i ndi dung cua gidy phép nay.

Loi n6i dau

Gidy phép sir dung ctia hau hét cac phan mém déu dugc dua ra nham han ché ban tu do
chia sé va thay d6i no. Nguogc lai, Gidy phép Cong cong cia GNU c6 muc dich dam bao
cho ban ¢ thé ty do chia sé va thay d6i phan mém tu do - tirc 1a dam bao rang phan mém
d6 1a tu do d6i v6i moi ngudi sir dung. Gidy phép Cong cong nay ap dung cho hau hét cac
phan mém ctia T6 chirc Phan mém Ty do va cho tit ca cac chuwong trinh khac ma tac gia
cho phép sir dung. (P6i v6i mot s phan mém khac cua Té chire Phan Mém Tu do, 4p dung
Gidy phép Cong cong Han ché ctia GNU thay cho gidy phép cong cong). Ban ciing cé thé

ap dung n6 cho cac chuong trinh ctia minh.

Khi n6i dén phan mém ty do, chung ta n6i dén su tu do sir dung chir khéng quan tim vé gia
ca. Gidy phép Cong cong clia chiing t6i duoc thiét ké dé dam bao rang ban hoan toan ty do
cung cp cac ban sao cua phan mém tu do (cling nhu kinh doanh dich vu nay néu ban
mudn), rang ban c6 thé nhan dugc ma ngudn néu ban co yéu cau, rang ban co thé thay do6i
phan mém hodc s dung cac thanh phan ciia phan mém d6 cho nhiing chuong trinh ty do

mai; va rang ban biét chac 1a ban c6 thé lam dugc nhitng diéu nay.

b¢ bao v¢ ban quyén cua ban, ching t6i can dua ra nhitng han ché dé ngan chan nhiing ai

choi bdé quyen cua ban, hoac yéu cau ban choi bo quyén cua minh. Nhitng han ché nay cling



c06 nghia la nhiing trach nhi€ém nhat dinh ctia ban khi cung cap cac ban sao phan mém hoac

khi chinh stra phan mém do.

Vi dy, néu ban cung cap cac ban sao ctia mot chuong trinh, du mién phi hay khong, ban
phai cho ngudi nhan tat cd cac quyén ma ban c6. Ban ciing phai ddm bdo rang ho cling
nhan dugc hodc ti€p can duoc ma ngudn. Va ban phai thong bao nhiing diéu khoan nay cho

ho d¢ ho bict rd vé quyen ciia minh.

Chung t6i bao vé quyén ciia ban voi hai bude: (1) bao vé ban quyén phan mém, va (2) cung
cap gidy phép nay dé ban co thé sao chép, luu hanh va/hoic chinh stra phin mém mét cach
hop phap.

Ngoai ra, dé bao vé céc tic gia ciing nhu dé bao vé chinh minh, chung t6i mudn chéc chin
rang tat ca moi nguoi déu hiéu rd rang khong hé c6 bao hanh dbi véi phan mém tu do nay.
Néu phan mém dugc chinh sira thay d6i bai mot ngudi khac va sau d6 luu hanh, thi chiung
t6i mudn nhitng nguoi sir dung biét rang phién ban ho dang c6 khong phai 14 ban gbc, do d6
tat ca nhiing truc tric do nhitng ngudi khac gy ra hoan toan khong anh huéng toi uy tin

cua tac gia ban dau.

Cudi cung, bat ky mot chuong trinh ty do nao ciing déu thuong xuyén c6 nguy co bi de doa
vé gidy phép ban quyén. Chung to6i muén tranh nguy co khi nhitng nguoi cung cip lai mot
chuong trinh tu do c6 thé co dugc gidy phép ban quyén cho ban than ho, tir d6 trd thanh
doc quyén ddi véi chuong trinh d6. Dé ngan ngira trudng hop nay, ching toi di néu rd ring
mdi gidy phép ban quyén hodc phai dugc cip cho tat ca moi ngudi sir dung mot cach tu do
hozc hoan toan khong cip phép.

Duéi day 1 nhitng didu khoan va diéu kién rd rang d6i véi viée sao chép, luu hanh va

chinh sura.
Nhirng diéu khodn va diéu kién doi vai viéc sao chép, lvu hanh va chinh sira

0. Gidy phép nay ap dung cho bat ky mot chuwong trinh hay san phAm ndo ma ngudi giit ban
quyén cong bd rang né cé thé duge cung cp trong khuon kho nhing diéu khoan cia Gidy
phép Coéng cong nay. Tir “Chuong trinh” dudi ddy c6 nghia 13 tit ca cic chuong trinh hay
san pham nhu vay, va “san pham dya trén Chuong trinh” ¢6 nghia 1 Chwong trinh hodc bét
ky mot san phdm ndo bat ngudn tir chuong trinh d6 tuan theo ludt ban quyén, nghia 1 mot
san pham dua trén Chuong trinh hodc mdt phan cia né, dung nguyén ban hoic cé mot s6
chinh stra va’/hodc dugc dich ra mot ngén ngtr khac. (Dudi day, viéc dich cling duoc hiéu

trong khai ni€ém “chinh stra”). Moi nguoi dugc cap phép dugc goi 1a “ban”.



Trong Gidy phép nay khong dé cap t6i cac hoat dong khac ngoai viée sao chép, luu hanh va
chinh stra; ching nim ngoai pham vi ciia gidy phép nay. Hanh dong chay chuong trinh
khong bi han ché, va nhitng két qua tir viéc chay chuong trinh chi dugc dé cap toi néu nodi
dung cda n6 tao thanh mot san phém dya trén chuong trinh (ddc 1ap voi viée chay chuong

trinh). Diéu nay dung hay khong 1a phu thudc vao Chuong trinh.

1. Ban c6 thé sao chép va luu hanh nhitng phién ban nguyén ban cia mi ngudn Chuong
trinh dang nhu khi ban nhan dugc, qua bat ky phuwong tién phan phdi nao, voi diéu kién trén
mdi ban sao ban déu kém theo mot ghi chu ban quyén rd rang va tir chdi bao hanh; gt
nguyén tat ca cac ghi chii vé Gidy phép va vé viéc khong co bat ky mot su bao hanh nao; va

cuing v6i Chuong trinh ban cung cip cho ngudi sir dung mot ban sao ctia Gidy phép nay.

Ban c6 thé tinh phi cho viéc chuyén giao ban sao, va tuy theo quyét dinh ctia minh ban c6

thé cung cip bao hanh dé dbi lai voi chi phi ma ban da tinh.

2. Ban c6 thé chinh stra ban sao ctia ban hodc cac ban sao cia Chuong trinh hodc cua bat ky
phan nao ciia nd, tir d6 hinh thanh mot san pham dwa trén Chuong trinh, va sao chép ciing
nhu Ivu hanh san phdm d6 hodc nhitng chinh stra d6 theo diéu khoan trong Muyc 1 & trén,
v6i diéu kién ban dap tng duoc nhitng diéu kién dudi day:

a) Ban phai c6 ghi chu 16 rang trong nhiing tap tin da chinh stra 1a ban da chinh sua

n6, va ngay thang ciia bat ky mot thay dbi nao.

b) Ban phéi cap phép mién phi cho tit ca cac bén thir ba ddi véi cac san pham ban
cung cip hodc phat hanh, bao gdbm Chuong trinh nguyén ban, tirng phan cta né hay
céc san pham duya trén Chuong trinh hay duya trén timg phan ctia Chuong trinh, theo

nhing diéu khoan ctia Gidy phép nay.

¢) Néu chuong trinh di chinh sira thuong doc 1énh twong tac trong khi chay, ban
phai thuc hién sao cho khi bat diu chay dé st dung tuwong tic theo cach thong
thudng nhit phai c6 mot thong bao bao gdm ban quyén va thong bao vé viéc khong
¢6 bao hanh (hodc théng bao ban 13 ngudi cung cdp bao hanh), va rang nguoi sir
dung c6 thé cung cip lai Chuong trinh theo nhiing diéu kién nay, va thong bao dé
ngudi st dung co thé xem ban sao ctia Gidy phép nay. (Ngoai 18: néu ban than
Chuong trinh 1a tuong tdc nhung khong c6 mot thdng bao nao nhu trén, thi san
pham ciia ban dua trén Chwong trinh d6 ciing khong bat budc phai co thong bao nhu
vay).

Nhitng yéu cau trén ap dung cho toan bg cac san pham chinh stra. Néu c¢6 nhirng phan cua
san pham ro rang khong bat nguon tr Chuong trinh, va c6 thé dugc xem 1a doc 1ap va riéng

biét, thi Gidy phép nay va cac diéu khoan ciia n6 s& khong ap dung cho nhitng phan dé khi



ban cung cp chiing nhu nhimg san pham riéng biét. Nhung khi ban cung cdp nhitng phan
d6 nhu nhitng phan nho trong ca mot san pham dua trén Chuong trinh, thi viéc cung cap
nay phai tuan theo nhitng diéu khoan ctia Gidy phép nay, cho phép nhimg ngudi dugc cap
phép c6 quyén ddi v6i toan b san pham, ciing nhu ddi véi timg phan trong d6, bat ké ai da
viét no.

Nhu vay, diéu khoan nay khong nham muc dich x4c nhan quyén hoic tranh gianh quyén
cia ban dbi voi nhitng san phém hoan toan do ban viét; ma muc dich cta nd la nham thi
hanh quyén kiém soat dbi v6i viée cung cap nhitng san pham bat ngudn hoic tong hop dua

trén Chuong trinh.

Ngoai ra, viéc két hop thuan tuy Chwong trinh (hodc mot san pham dya trén Chuong trinh)
v6i mot san pham khong dya trén Chwong trinh v6i muc dich luu trit hodc quang ba khong

dua san pham d6 vao trong pham vi 4p dung ctia Gidy phép nay.

3. Ban c6 thé sao chép va cung cip Chuong trinh (hoic mot san pham dua trén Chuong
trinh, néu trong Muc 2) dudi hinh thitc ma da bién dich hoac dang co thé thue thi duoc

trong khuon kho céc di€u khoan néu trong Muc 1 va 2 ¢ trén, néu nhu ban:

a) Kém theo d6 mot ban ma ngudn dang day du c6 thé bién dich dugc theo cac didu
khoan trong Muc 1 va 2 néu trén trong mot moi truong trao d6i phan mém thong

thuong; hoac,

b) Kém theo d6 mot dé nghi c6 han trong it nhat 3 niam, theo d6 cung cap cho bat ky
mot bén thir ba ndo mot ban sao day du cia ma ngudn twong tng, va phai duoc
cung cap véi gia chi phi khong cao hon gia chi phi vat 1y cia viéc cung cap theo cac
diéu khoan trong Muc 1 va 2 néu trén trong mot méi truong trao d6i phan mém

thong thuong; hoac

¢) Kém theo d6 thong tin ban di nhan duoc dé dé nghi cung cdp mi ngudn tuong
tmg. (Phuong 4n nay chi dugc phép dbi véi viée cung cip phi thuong mai va chi véi
diéu kién néu ban nhan dugc Chuong trinh dudi hinh thirc ma da bién dich hodc
dang c6 thé thuc thi dugc cung véi 16i dé nghi nhu vay, theo phan b trong diéu

khoan néu trén).

M3 ngudn cta mot san pham 1a mot dang uu tién ctia san pham danh cho viée chinh sira né.
V&i mot san pham cé thé thi hanh, ma ngudn hoan chinh c6 nghia 14 tat ca cac ma ngudn
cho cac mddun trong san pham do, cong voi tat ca cac tép tin dinh nghia giao dién di kém
v6i nd, cong voi cac huéng dan dung dé kiém soat viéc bién dich va cai dat cac tép thi
hanh. Tuy nhién, mot ngoai 1& dic biét 1a ma ngudn khong can chira bat ky mot thir gi ma
binh thudng duoc cung cap (tir ngudn khac hodc hinh thirc nhi phan) cung véi nhimg thanh



phan chinh (chuong trinh bién dich, nhan, va nhitng phan twong tu) cia hé diéu hanh ma
cac chuong trinh chay trong d6, trir khi ban than thanh phan d6 lai di kém voi mot tép thi
hanh.

Néu viée cung cfip luu hanh ma da bién dich hodc tap tin thi hanh dugc thuc hién qua viéc
cho phép tiép can va sao chép tir mot dia diém duogc chi dinh, thi viéc cho phép tiép can
tuong duong téi viée sao chép ma ngudn tir cing dia diém ciing duoc tinh nhu viée cung
cAp mé ngudn, mic du tham chi cac bén thir ba khong bi budc phai sao chép mi ngudn
cung voi ma da bién dich.

4. Ban khong dugc phép sao chép, chinh sira, cap phép hodc cung cap Chuong trinh trir phi
phai tuan thit mot cach chinh xéc cac didu khoan trong Gidy phép. Bat ky y dinh sao chép,
chinh sira, cap phép hodc cung cap Chuong trinh theo cach khac déu lam mat hiéu luc va tu
dong huy bo quyén cia ban trong khudén khdé Gidy phép nay. Tuy nhién, cac bén di nhan
dugc ban sao hodc quyén tir ban voi Gidy phép nay sé& khong bi huy bo gidy phép néu cac

bén d6 van tuan thi ddy du cac diéu khoan cua gidy phép.

5. Ban khong bt budc phai chip nhan Gidy phép nay khi ban chwa ky vao d6. Tuy nhién,
khong c6 gi khac dam bao cho ban dugc phép chinh sira hodc cung cap Chuong trinh hoic
cac san pham bat ngudn tir Chuong trinh. Nhitng hanh dong nay bi luat phap nghiém cam
néu ban khong chip nhan Gidy phép nay. Do viy, bang viéc chinh sira hodc cung cap
Chuong trinh (hodc bat ky mot san phim nao dua trén Chuong trinh), ban d thé hién su
chéap thuan ddi véi Gidy phép ndy, cung voi tit ca cac diéu khoan va diéu kién dbi véi viée
sao chép, cung cap hodc chinh stra Chuong trinh hodc cac san phim dua trén né.

6. Mdi khi ban cung cép lai Chuong trinh (hodc bat ky mot san pham nao dya trén Chuong
trinh), ngudi nhan sé& tu dong nhan dugc gidy phép tir nguoi cap phép dau tién cho phép sao
chép, cung cap va chinh stra Chuong trinh theo cac diéu khoan va diéu kién nay. Ban khong
thé ap dat bt ctr han ché nao khac dbi vai viée thuc hién quyén cua nguoi nhan da duoc
cap phép tir thoi diém d6. Ban ciing khong phai chiu trach nhiém bat budc cac bén thir ba

tuan th theo Gidy phép nay.

7. Néu nhu, theo quyét dinh cta toa 4n hodc voi nhimg bang chimg vé viéc vi pham ban
quyén hoic vi bit ky 1y do nao khac (khong gidi han trong cac vin dé vé ban quyén), ma
ban phai tuan theo céc diéu kién (néu ra trong 1énh cua toa an, bién ban thod thuan hoac &
noi khac) trai véi cac diéu kién cua Gidy phép nay, thi chung ciing khong thé mién cho ban
khoi nhimng diéu kién ciia Gidy phép nay. Néu ban khong thé dong thoi thyc hién cac nghia
vu ctia minh trong khuon kho Gidy phép niy va cac nghia vu thich dang khac, thi hau qua



13 ban hoan toan khéng dugc cung cip Chuong trinh. Vi du, néu trong gidy phép ban quyén
khong cho phép nhimng nguoi nhan duoc ban sao truc tiép hodc gian tiép qua ban c6 thé
cung cap lai Chuong trinh thi trong truong hop nay cach duy nhét ban c6 thé thoa man ca

hai diéu kién 13 hoan toan khong cung cdp Chuong trinh.

Néu bat ky mot phan nao trong diéu khoan nay khong co6 hiéu luc hodc khong thé thi hanh
trong mot hoan canh cu thé, thi s& can ddi ap dung cac diéu khoan, va toan bo diéu khoan s&

dugc ap dung trong nhiing hoan canh khac.

Muc dich cua diéu khoan nay khong nham budc ban phai vi pham bit ky mot ban quyén
nao hoic cac quyén sé hiru khac hodc tranh luan vé gia tri hiéu luc cua bat ky quyén han
nao nhu vay; muc dich duy nhét cta diéu khoan nay la nham bao v€ su toan ven cua hé
thong cung cdp phin mém ty do dang duoc thuc hién véi gidy phép cong cong. Nhicu
ngudi dd dong gop rat nhiéu vao su da dang ctia cic phan mém ty do duoc cung cip thong
qua hé théng nay véi sy tin tuong rang hé théng dugc sir dung mot cach théng nhat; tac
gia/nguoi cung cap c6 quyén quyét dinh ring ho ¢6 mong mubn cung cip phan mém thong
qua hé thong nao khac hay khong, va ngudi duge cap phép khong thé cé anh hudng toi su
lya chon nay.

Diéu khoian nay nham lam ro nhirng hé qua cia cac phan con lai cua Giay phép

.y

nay.

8. Néu viéc cung cap va/hodc sir dung Chuong trinh bi cAm ¢ mot sé nude nhat dinh bai
quy dinh vé ban quyén, ngudi giit ban quyén gdc da dua Chuong trinh vao dudi Gidy phép
nay c6 thé bd sung mot didu khoan han ché viéc cung cap & nhimng nudc do, nghia 13 viée
cung cap chi dugc phép ¢ cac nude khong bi liét ké trong danh sach han ché. Trong truong

hop nay, Gidy phép dua vio nhiing han ché dugc ghi trong ndi dung ciia né.

9. T6 chirc Phin mém Ty do c6 thé theo thdi gian cong bd nhimng phién ban chinh stra
va/hodc phién ban méi ciia Gidy phép Cong cong. Nhiing phién ban do s& dong nhit véi
tinh than cta phién ban hién ndy, nhung c6 thé khac & mot sd chi tiét nham giai quyét

nhiing van dé hay nhing lo ngai méi.

Madi phién ban s& c6 mot mi sd phién ban riéng. Néu Chuong trinh va "bat ky mot phién
ban nao sau d6" c¢6 ap dung mot phién ban Gidy phép cu thé, ban c6 quyén lya chon tuan
theo nhitng diéu khoan va diéu kién cta phién ban gidy phép d6 hodc cua bt ky mot phién
ban nao sau d6 do T6 chirc Phan mém Ty do cong bd. Néu Chuong trinh khong néu cu thé
mé sd phién ban gidy phép, ban c6 thé lya chon bat ky mot phién ban nao d timg duoc

cong bo boi To chue Phan mém Ty do.



10. Néu ban muén két hop cac phan ciia Chuong trinh vao cac chuong trinh tw do khac ma
diéu kién cung cap khac véi chuong trinh nay, hay viét cho tac gia dé duoc phép. Dbi véi
cac phan mém dugc cip ban quyén bai T6 chirc Pham mém Ty do, hay dé xuat vai td chirc
nay; doi khi chung t6i ciing ¢ nhitng ngoai 18. Quyét dinh cua chung t6i s& dya trén hai
muc ti€u la bao ho tinh trang tu do cua tat ca cc san phém bét nguén tu phén mém tu do

clia chiing toi, va thuc day viéc chia sé va tai sir dung phan mém néi chung.
KHONG BAO HANH

DO CHUONG TRINH BUQC CAP PHEP MIEN PHI NEN KHONG CO MOQT CHE PO
BAO HANH NAO TRONG MUC PO CHO PHEP CUA LUAT PHAP. TRU KHI BPUGQC
CONG BO KHAC PI BANG VAN BAN, NHUNG NGUOI GIU BAN QUYEN
VA/HOAC CAC BEN CUNG CAP CHUONG TRINH NGUYEN BAN SE KHONG BAO
HANH DUOI BAT KY HINH THUC NAO, BAO GOM NHUNG KHONG GIOI HAN
TRONG CAC HINH THUC BAO HANH POI VOI TINH THUONG MAI CONG NHU
TINH THICH HOP CHO MOT MUC PICH CU THE. BAN LA NGUOI CHIU TOAN
BO RUI RO VE CHAT LUONG CUNG NHU VIEC VAN HANH CHUONG TRiNH.
TRONG TRUONG HOP CHUONG TRINH CO KHIEM KHUYET, BAN PHAI CHIU
TOAN BOQ CHI PHi CHO NHUNG DICH VU SUA CHUA CAN THIET.

TRONG TAT CA CAC TRUONG HOP TRU KHI CO YEU CAU CUA LUAT PHAP
HOAC CO THOA THUAN BANG VAN BAN, NHUNG NGUOI CO BAN QUYEN
HOAC BAT KY MOT BEN NAO CHINH SUA VA/HOAC CUNG CAP LAI CHUONG
TRINH TRONG CAC PIEU KIEN NHU PA NEU TREN PEU KHONG CO TRACH
NHIEM VOI BAN VE CAC LOI HONG HOC, BAO GOM CAC LOI CHUNG HAY
PAC BIET, NGAU NHIEN HAY TAT YEU NAY SINH DO VIEC SU DUNG HOAC
KHONG SU DUNG PUGQC CHUONG TRINH (BAO GOM NHUNG KHONG GIOI
HAN TRONG VIEC MAT DU LIEU, DU LIEU THIEU CHINH XAC HOAC CHUONG
TRINH KHONG VAN HANH BUQC VOI CAC CHUONG TRINH KHAC), THAM CHI
CA KHI NGUOI CO BAN QUYEN VA CAC BEN KHAC DA BUQC THONG BAO VE
KHA NANG XAY RA NHUNG THIET HAI PO.

KET THUC CAC PIEU KIEN VA PIEU KHOAN.
Ap dung nhiing diéu khoan trén nhu thé nao dbi voi chuong trinh ctia ban

Néu ban xay dung mot chuong trinh mdi, va ban muon cung cap mdt cach toi da cho cong

chung sir dung, thi bién phéap t6t nhat dé dat duoc diéu nay la phat trién chuong trinh d6



thanh phan mém tu do dé ai ciing co thé cung cip lai va thay d6i theo nhiing diéu khoan

nhu trén.

Dé lam dugc viée nay, hiy dinh kém nhing théng béo nhu sau cing véi chuong trinh ciia
minh. An toan nhit 1a dinh kém ching trong phan ddu cia tip tin ma ngudn dé thong bao
mot cach hi¢u qua nhét vé viéc khong c6 bao hanh; va mdi tép tin déu phai co it nhéat mot
dong vé “ban quyén” va tro dén toan bo thong béo.

Mot dong dé tén chwong trinh va ndi dung ciia né.

Ban quyén (C) nim, tén tc gia.

Chuong trinh nay 1a phan mém ty do, ban cé thé cung cip lai va/hodc chinh stra né theo
nhimng diéu khoan cua Gidy phép Cong cong ciia GNU do Tb chirc Phan mém Ty do cong
bd; phién ban 2 cta Giéy phép, hodc bat ky mdt phién ban sau do (tuy su lya chon ctia ban).

Chuong trinh ndy duoc cung cip v6i hy vong né s& hitu ich, tuy nhién KHONG CO BAT
KY MOT BAO HANH NAO; thdm chi ké c4 bao hanh vé KHA NANG THUONG MAI
hoac TINH THICH HGP CHO MQT MUC DPICH CU THE. Xin xem Gidy phép Cong
cong ctia GNU dé biét thém chi tiét.

Ban phai nhian dugc mot ban sao ciia Gidy phép Cong cong caa GNU kém theo chuong
trinh nay; néu ban chwa nhan duoc, xin gii thu vé T6 chitc Phan mém Ty do, 59 Temple
Place - Suite 330, Boston, MA 02111-1307, USA.

Xin hay bd sung thong tin vé dja chi lién lac cia ban (thu dién tir va buu di¢n).

Néu chuong trinh chay tuwong tac, hiy dua mot thong bio ngan khi bat dau chay chuong
trinh nhu sau:

Gnomovision phién ban 69, Copyright (C) ndm, tén tac gia.

Gnomovision HOAN TOAN KHONG CO BAO HANH; dé xem chi tiét hiy go “show w'.
Day 12 mot phin mém mién phi, ban c6 thé cung cép lai v6i nhitng diéu kién nhat dinh, gb
‘show ¢’ dé xem chi tiét.

Gia thiét 1énh ‘show w' va “show ¢' cho xem nhiing phan twong tng trong Gidy phép Cong
cong. TAt nhién nhitng 1énh ma ban dung cé thé khac véi ‘show w' va “show c'; nhiing 1énh
nay c6 thé 1a nhan chudt hodc 1énh trong thanh cong cu - tuy theo chwong trinh cta ban.
Ban ciing can phai ldy chir ky ciia ngudi phu trach (néu ban 1a nguoi 1ap trinh) hodc cua
truong hoc (néu c6) xac nhan tir chdi ban quyén ddi voi chuwong trinh. Sau day 1a vi du:
Yoyodyne, Inc., tai ddy tir chéi tit ca cac quyén loi ban quyén dbi véi chuong trinh

‘Gnomovision' viét béi James Hacker.



Chtr ky cua Ty Coon, 1 April 1989

Ty Coon, Pho Tong Giam déc.

Gidy phép Cong cong nay khong cho phép dua chuong trinh ciia ban vao trong cic chuong
trinh doc quyén. Néu chuong trinh ctia ban 1a mdt thu vién thu tuc phuy, ban c6 thé théy no
hitu ich hon néu cho thu vién lién két véi cac tmg dung doc quyén. Néu day 1a viéc ban

mudn 1am, hay str dung Gidy phép Cong cong Han ché cia GNU thay cho Gidy phép nay.



GIOI THIEU

Gidi thiéu tai liéu

Tai liéu Quan tri h¢ thong Linux 1a cuon gido trinh bd ich, dugc xay dung véi muc
dich chuyén tai cac kién thirc hét sttc co ban nhung can thiét do61 véi cac hoc vién,
dac biét 1a doi voi nhitng ngudi lam cong tac giang day.

Duogc bién soan dua trén bd gido trinh ctia Hoc vién Linux LPI (Linux Professional
Institute). DPay 1a bo gido trinh dugc bién soan mgt cach cong phu, ti mi va khoa hoc,

dung cho viéc dao tao va 6n luyén cac chirng chi LPI ctia Hoc vién Linux.

Do dang trong qua trinh xdy dyng hé théng gido trinh va bai giang mét cach khoa
hoc va chuyén nghiép. Vi vay, trong qua trinh dich va bién soan tai li€éu khong tranh
khoi nhimg thiéu sét. Rit mong dugc sy dong gop v kién cua ngudi doc dé tai lidu

ngay cang dugc hoan chinh hon.

Hi vong trong thoi gian téi, cung véi su cong tac chit che gitta RedHat va Cong ty
ISE, chung t61 s€ xay dung dugc bd gido trinh hoan chinh, khoa hoc va phong phtu
hon.
Nhom tac gid xin chan thanh cdm on va chuc cho nguodi doc ¢c6 duge mot khod hoc
b ich.

Nhom tac gia Cong ty ISE



Gioi thiéu chwong trinh dao tao ISE Linux

Chuong trinh dao tao ISE Linux bao gom 3 khoa hoc:
e Linux Co ban (Basic Course)
e Linux Trung cip (Intermediate Course)
e Linux Nang cao (Advanced Course)

Vi 03 khoa ISE Linux ndy, luong kién thirc dem lai cho hoc vién 1a du dé c6 thé
tham gia vao cac ky thi dat ching chi qudc té nhu Chung chi LPI, Ching chi
RedHat, ...

Cac qui woc cua tai liéu
Céc cau 1énh va tén file s& duoc hién thi br:?mg chir boi dam.
Ky hiéu <> dugce str dung dé biéu thi cac tham sd khong phai 1 tham s6 lya chon

Ky hiéu [ ] biéu thi cdc tham s6 lya chon

Cau lénh c6 thé duoc danh truc tiép trong cua s6 shell va duoc 1am ndi bat nhu sau

Cau 1énh
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Tai liéu dao tao Linux trung cap

NHAN LINUX

NHAN LINUX

1. Khai niém nhdn

C6 2 kiéu nhan Linux, dé la:

Az Nguyén khoi (Monolithic)

La mot loai nhan hd tro tit ca cac phan ctng, network va filesytem, duoc

bién dich vao trong mot file image don.

B:  Hb tro module (Modular)

La loai nhan chira mét s6 trinh diéu khién, dugc bién dich nhu la céc file doi tugng
ma nhan linux cé thé tai vao va xdéa khi dugc yéu cau. Loadable modules dugc dat

trong thu muc /lib/modules.

Monolithic Modular

eeprolOO\’

Nib/modules ® © © @O

Uu diém cta loai modular kernel 13 khong can phai dich lai khi cim thém phan cimg

hoic thay thé phan ctng, nhanh, tién va dap tng dugc hau hét cac truong hop st

S€ ) Copyright © ISE, 2006 17



Tai liéu dao tao Linux trung cip

NHAN LINUX

dung. Monolithic ¢6 wu diém so v&i modular kernel chinh & diic diém khong thé nap
thém module méi vao nhan. Trong nhitng hé théng nhay cam, monolithic kernel két
hop véi viée khong cai dat trinh bién dich s€ han ché hacker rat nhiéu trong vi¢c su

dung nhitng module diéu khién dang backdoor & mirc nhén.

2. Nhan Modular

Rét nhiéu thanh phan ctia nhan linux c6 thé bién dich nhu 1a cdc modules va cac

module nay co thé tai vao hodc x6a khi can thiét.
e (Cac module cho nhan linux dugc luu trong: /lib/modules/<kernel-version>.

e Céc thanh phan tot nhit dé module héa 14 cac thanh phan khéng can cho qua

trinh boot may, vi du cac thiét bi ngoai vi va h¢ théng va hé théng file phu.

e Cic module ctia nhan linux duoc diéu khién bang cac tién ich ndm trong goi
modutils
- Ismod
- rmmod
- insmod
- modprobe

- modinfo

Nhiéu module phu thudc vao sy c6 mat cua module khac. File luu thong tin vé cac
module phu thudc /lib/modules/<kernel-version>/modules.dep dugc sinh ra boi

1énh depmod. Lénh nay duogc thuc thi bdi sript rs.syinit khi boot may.

-- modprobe s¢ tai tat ca cac module va cac module phu thudc s€ dugc li¢t ké trong

modules.dep

-- /etc/modules.conf ding dé luu cic tham sb module (IRQ va IO ports) nhung
thuong chira mdt danh sach céc bi danh (alias). Nhitng bi danh cho phép ting dung
tham chiéu dén thiét bi bﬁng mot tén thong dung. Vi du thiét bi ethernet dau tién
ludn goi 14 eth0 va khong dung tén cua trinh diéu khién cuy thé.

*
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Hinh 1: Vi du file /etc/modules.conf:

alias
alias
alias
alias

alias

eth0 €100
usb-core usb-uhc
sound-slot-0 1810 audio

char-major-108 ppp_generic

pPpp-compress-18 ppp_ mppe

# 100Mbps full duplex

options eth0 €100 speed duplex=4

3. Bién dich lai nhan

3.1 Giai nén ma nguén

M3 nguon cua nhan linux luu trong thu muc /usr/src/linux, the muc nay 13 mot

1lién két mém té1 thu muc /usr/scr/(kernel-version). Khi gidi nén ma ngudn cua

nhan madi nén:

o Xoa lién két mém td1 thu muc chira ma nguon nhan cii.

=

M4 ngudn ciia nhan dong goi dudi dang gbi RPM thudng tao ra mot lién két tén 1a

rm linux

linux-2-4

e Giai nén ma ngudn moi (e.g linux-2.4.20.tar.bz2)

-

*

tar xjf linux-2.4.29.tar.bz2
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cha y: Nhan phién ban 2.2 tao ra thu muc tén /inux cht khong phai linux-
version. Do d6 budc 1 1a rit quan trong, ngodi ra c¢6 thé nghi dé ma ngudn cii bang

ma nguén nhan méi. Tir nhan phién ban 2.4 trd di, té€n thu muc 1a linux-version.

e Tao mot lién két mém tén 1a linux tir thu muc madi vira dugc tao

= In -s linux-2.4.20 linux

o Dén day, nhan da san sang cho viéc cau hinh, nhung chung ta phai chac chan
rang, tat ca file nhi phan cli da dugc x6a khéi thu muc chira ma nguon cua nhan,

dé x6a cac file nhi phan hay dung 1énh make mrproper.

3.2 C4u hinh nhan
Daiu tién soan thao file Makefile va thiét 1ap bién “EXTRAVERSION” khac véi cac

phién ban da cé:

VERSION =2
PATCHLEVEL =4
SUBLEVEL =20
EXTRAVERSION = -fest

Bay gio 1a luc cAu hinh cho nhan linux, cong viéc co ban cua vige c4u hinh 14 tao
mot file c6 tén goi .config béng cach: tir thu muc /usr/sre/linux thyc hién mdt trong
cac 1énh sau:

make menuconfig

make xconfig

make config

*
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T4t ca cac 1énh nay s& ghi vao file fusrisrcllinux/.config

Thong thudng dé dé dang trong viéc cau hinh mét nhan méi sir dung file .config cil
bang cach sir dung 1énh make oldconfig. Lénh nay sé& chi nhic nguoi dung nhiing
ddc tinh méi trong cy thu muc mi ngudn cua nhan (néu nhan méi hon hodc nhin

dugc sua chira)..

Cha y: mdt ) dong linux (distributions linux) vi du RedHat c6 mot thu muc

configs con chtra céc file config véi cac thong so cau hinh dugc thiét 1ap trude.

Dé kich hoat cac tinh nang nhan (véi make menuconfig) ban s€ phai nhap category
muc cao nhit bang cach chuyén cic phim mii tén va bim enter dé truy cdp vao
category mong muén. Trong category cu thé, bAm thanh dau cach s& lam thay d6i

nhan ho trg do1 voi mot dac tinh hoac mot driver

Cac kha niing hd tro 13
o Hb trg (bién dich tinh) [*]
o modular (bién dich dong) [M]
o khonghd tro [ ]

Céc lya chon giong nhu trén cling cé thé st dung doi véi cac ché do config va
xconfig.

*
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Code maturity level options | SCSI support | File systeml
Loadable module support | Fusion MPT device support | Console dri\l
Processor type and features | IEEE 1394 (Firelire ) support | Sound |
General setup | 120 device support | usB suppurl
Memory Technology Devices (MTD) | Network device support | Kemel hacki
Parallel port support | Amateur Radio support |

Plug and Play configuration | IrDA (infrared) support |

Block devices | ISDH subsystem |

Multi-device support (RAID and LVM) | Old CD-ROM drivers (not 3C31, not IDE) | Save and Ei
Netwrorking options | Input core support | Quit Withuui
Telephony Support | Character devices | Load Cnnﬁgl
ATANIDE/MFMIRLL support | Multimedia devices | Store Cunﬁi

L L

Hinh2: make xconfig & giao dién muec trén cung:

3.3 Dich nhan

make dep

Khi cAu hinh nhan xong, can d6i chiéu lai cac chon lya trong tat ca cac thu muc con
trong thu muc méd ngudn cta nhén, bang cach dung 1énh make dep. File .depend
chtra duong dan t6i cac header file ndm trong thu muc /usr/src/linux/include,

nhirng file nay duogc sinh ra cung véi dep target.

make clean

Lénh make nhan chi thi tir Makefile va sé tao (build) nhiing thir can thiét. Néu file
nao da c6 roi thi 1énh make s& st dung chiing. Cu thé 1a nhiing file c6 mé rong la:
*.0.

Pam bao moi lua chon ciu hinh trong .config duogc sir dung dé tao lai céc file, can

chay 1énh make clean (dé x6a cic file *.0)

S€ ) Copyright © ISE, 2006 22
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Chu y: Ban khong can chay 1énh make clean & giai doan nay néu ban di tao thu

muc ngudn bang 1énh “make mrproper”.

Sau hai 1énh trén (voi nhitng ban nhan 2.6 tro 1én, mai dich 1an dau thi khong can

thiét), nhan linux duoc bién dich b?mg mot trong hai I¢nh sau:

make zlmage

make bzlmage

Khi thuc hién bién dich xong ma khong cé bt cir 15i nao, s& c6 mot file tén 1a

vmlinux ndm trong thu muc /usr/src/linux/.

Hai 1énh khac s& tao mét file bo sung trong /usr/src/linux/arch/i386/boot goi 1a
zImage va bzImage. Hai 1énh nay nén nhin bang gzip va bzip2. Xem muc cai dit

mot nhan méi dé biét cach xir 1y nhiing file nay.
make modules
Dung dé bién dich cac modules

make modules_install
Lénh nay s€ copy cdc modules vao cac thu muc tuong tng trong /lib/modules

Day cac 1énh dugc minh hoa trong hinh 3:

Hinh 3 cac lénh bién dich nhan:

*
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make dep
make clean
make bzImage
make modules

make modules install

3.4 Cai dat m6t nhan méi

Nhan méi nam trong /usr/src/linux/arch/i386/boot/bzImage, phu thudc vao kién
truc may cua ban. File nay phai dugc copy vao thu muc /boot, va dit tén la vmlinuz-

<full-kernel-version>

/usr/src/linux/arch/i1386/boot/bzImage /boot/vmlinuz-<full-kernel-version>

Tiép theo chinh sira file /etc/lilo.conf hodc /boot/grub/grub.conf dé add nhan moi
duoc bién dich vao boot menu. Copy phan “image” ctia nhan méi va dua vao cubi

file nhu hinh minh hoa:

Soan thao file /etc/lilo.conf

*
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Prompt
timeout=50

message=/boot/message

image=/boot/vmlinuz
label=1linux
root=/dev/hda6 Existing section

read-only

image=/boot/vmlinuz-<full-kernel-version>
label=linux-new Added section
root=/dev/hdaé6

read-only

snip

Béng ky hiéu cho cac thu tuc nhan khac nhau cé thé copy vao thu muc /boot:

.Q cp /usr/src/linux/System.map /boot/System.map-<full-kernel-version>

3.5 Phién ban nhan day dua

Trong mdt hé théng, phién ban ctia nhin dang chay c6 thé duoc in ra voi cau 1énh

uname -r

Phién ban nhan nay cling c6 thé dugc hién thi trén cac terminal 4o néu tham so6 Iya

chon \k duogc st dung trong /etc/issue.

*
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3.6 Kh¢i tao Ramdisks

Ramdisk duoc sir dung dé hd trg qua trinh khoi dong nap cac module truy cip
nhitng block device can thiét (IDE, SCSI, RAID) cho viéc truy cap phan ving root
lan dau tién (dang ro). Ramdisk duoc tao béng cach st dung Iénh mkinitrd voi hai

tham s: tén file, va sd hiéu phién ban cua nhan.
Néu ban sir dung ramdisk thi ban phai thém dong initrd = line trong /etc/lilo.conf

Vi du:

= mkinitrd /boot/initrd-$ (uname -r).img $ (uname -r)

3.7 Lwa chon

Ban nén copy file /ust/src/linux/.config vao /boot/config-<full-kernel-version>

3.8 Chay lai LILO
Cubi cung LILO can phai dugc chay lai dé cap nhat boot loader. Luc dau LILO c6

thé chay & ché d6 kiém thir dé kiém xem c6 13i trong file ciu hinh khéng.

*
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4. Thuc hanh

Trudce khi bat dau 1am nhimng bai tip, ban hiy kiém tra trong thu muc /usr/sre, néu

c6 nhan r6i thi hiy x6a bo va cha ¥ dén lién két mém t6i thu muc /usr/sre/linux
Bai 1: Dich lai nhan linux theo c4c budc sau day:

1. Download géi kernel-version méi nhit tir hai trang www.kernel.org va

www.redhat.com.

- Cai dat 2 goi nay ra hai thu muc khac nhau trong /usr/src, so sanh sy khac
nhau.

- Lan luot bién dich hai nhan theo cac chi din & trén va cai dit vao hé théng
nhu nhirng tuy chon khéi dong.

*

#2€ ) Copyright © ISE, 2006 27


http://www.kernel.org/
http://www.redhat.com/

Tai liéu dao tao Linux trung cip

KHOI PONG LINUX

KHOI PONG LINUX

Tén g quan
Hiéu biét rd hon vé tién trinh khoi dong s& gitp ching ta c6 thé g rdi khi gap van
dé lién quan dén phan cimg va quan trj hé thong.

Dau tién chung ta tdp trung vao vai tro cia chuong trinh khoi dong va moi lién quan

giita chuong trinh khoi dong véi file cu hinh /etc/inittab.

1. Tim hiéu cdc mirc thuc thi (Runlevels)

Khong gidng v6i cac hé diéu hanh non-UNIX chi c¢6 hai ché d6 co ban (on va off).
Céc hé diéu hanh UNIX, bao gém ca Linux c¢6 nhiéu murc thyc thi khac nhau vi du
nhu mac “duy tri” (maitainance) hodac mirc “da ngudi dung” (multi-user), ... Cac

mure thyuc thi dugce danh sb tir 0 dén 6.

Danh sach 1: Cac murc thuc thi Linux

Runlevel 0 tit may an toan, Runlevel 6 khdi dong lai may an toan
Runlevel 1 13 ché d6 don ngudi dung

Runlevel 2 13 ché 46 da nguoi dung, nhung khong khoi dong NFS
Runlevel 3 12 ché d6 da ngudi dung day di

Runlevel 4 khong dugc dinh nghia va thudong khong st dung

Runlevel 5 giéng véi runlevel 3 nhung chay trinh Quan 1y hién thi d6 hoa

Ca init va telinit dé duoc dung dé chuyén doi tir mot ché do thuc thi ndy sang ché
do thuc thi khac. Nén nho réng, init 12 chuong trinh khai tao dau tién duge thuc hién
sau khi nhan hé diéu hanh duoc khai tao tai thoi diém khoi dong. PID d6i v6i init
ludn 1udn bang 1.

*
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Danh sdach 2: PID doi véi init luén bang 1

[root@nasaspc /procl# ps uax |grep init
USER PID $CPU SMEM VSZ RSS TTY STAT START TIME COMMAND

root 1 0.0 0.2 1368 592 ? S 20:17 0:04 init [3]

Tai mdi mutc thuc thi, hé théng s€ dung hoac khdi dong mot tap céac dich vu nhat
dinh. Cac file quan 1y nhiing dich vu nay dugc luu gilr trong /etc/re/d/init.d. Thu
muc ndy chtta gan nhw tat ca cac file quan 1y dich vu ma hé théng c6 thé chay. Cac

dich vu khi chay c6 thé duoc goi 1a daemon (dich vu nén).

Danh sdach 3: Danh sach cdc dich vu chinh trong /etc/rc.d/init.d/

=
ls /etc/rc.d/init.d/

anacron cups identd kadmin  krb5kdc mcserv Nscd random smb xfs
apmd dhcpd innd kdcrotate kudzu named Ntpd rawdevices snmpd  xinetd
arpwatch functions ipchains keytable Idap netfs pcmcia rhnsd squid

atd gpm iptables  killall linuxconf network portmp rwhod sshd

autofs halt irda kprop Ipd nfs pgsql sendmail syslog

crond httpd isdn Krb524  marsrv  nfslock pppoe single tux

4 I4

Chu y: Ciing c6 thé ding hoic khoi dong bang tay cac dich vu daemon trong
/etc/re.d/init.d bang cach dua ra cac tham s tuong tng. Vi dy, néu ban mudn khoi
dong lai dich vu web mac dinh, ban s€ phai go:

-=¢ /Jetc/rc.d/init.d/httpd restart hodc service httpd restart

Khi lam viéc véi cac muc thyc thi, ban s€ cung cép mot tdp cac chuong trinh dugc
dinh nghia trudc nhét dinh dé dung chay. Néu ban mudn & muc thue thi 2 (runlevel

2), ban phai go

*
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=

—=# /sbin/init 2

Pén lugt nd s& bét init doc file ciu hinh /etc/inittab dé tim ra diéu gl s€ xay ra ¢

murc thuc thi nay.

Trong trudng hop nay (gia sir ching ta dang chuyén doi sang mirc thyc thi 2) cac

dong sau trong file inittab sé dugc thuc hién:

12:wait:/etc/rc.d/rc 2

Néu ban tim kiém trong file /etc/inittab cau 1énh “/ete/re.d/re N s€ khoi dong tat
ca cac dich vu trong /ete/re.d/reN.d bat dau voi S va s& ding (stop) dich vu bat dau
v6i K. Cac dich vu ndy 1a cac biéu twong két néi tré téi cac script trong
/ect/rc.d/init.d

Néu ban khong mudn mot tién trinh thuc hién trong mot muc thuc thi N cho trudce,
ban c6 thé xo4 biéu tuong két ndi (symlink) trong /ete/re.d/rN.d bat dau boi K.

2. inittab

Nhu di dé cap trén, chung ta hiy xem file /etc/inittab

File s€ co cau trac nhu sau:

id : runlevel : action : command

*
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Hinh 3: file /etc/inittab

id:3:initdefault:

# System initialization.
si::sysinit:/etc/rc.d/rc.sysinit
10:0:wait:/etc/rc.d/rc 0
1l1:1:wait:/etc/rc.d/rc 1
12:2:wait:/etc/rc.d/rc 2
13:3:wait:/etc/rc.d/rc 3
l4:4:wait:/etc/rc.d/rc 4
15:5:wait:/etc/rc.d/rc 5

l6:6:wait:/etc/rc.d/rc 6

# Trap CTRL-ALT-DELETE

ca::ctrlaltdel:/sbin/shutdown -t3 -r now

# Run gettys in standard runlevels
1:2345:respawn:/sbin/mingetty ttyl
2:2345:respawn:/sbin/mingetty tty2
3:2345:respawn:/sbin/mingetty tty3
4:2345:respawn:/sbin/mingetty tty4
5:2345:respawn:/sbin/mingetty tty5

6:2345:respawn:/sbin/mingetty tty6

# Run xdm in runlevel 5

x:5:respawn:/etc/X11/prefdm —-nodaemon

Truong id co thé 1a bat ky. Néu mot mire thue thi dugce xac dinh thi ciu 1énh va

hanh ddng dugc yéu cu s& chi dugc thuc hién & mirc thuc thi nay ma thoi. Néu

s
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khong c6 s6 nao dugc xac dinh thi cac dong 1€nh s€ dugc thuc hi¢n ¢ bat clir mirc

thuc thi nao.

File /etc/inittab:

Mire thwe thi méc dinh: mic nay duoc thiét 1ap tai diém bat dau cua file véi id va
cong vi¢e initdefault. Chu y, khong c6 1€nh nao dugc dua ra. Cau Iénh nay don gian

chi cho init biét mirc thuc thi mic dinh 14 gi.

Chuwong trinh ddu tién dwoc goi béi init: /etc/rc.d/rc.sysinit. Script ndy sé thiét 1ap
cac mic dinh ctia hé théng nhu tham sé PATH, x4c dinh néu mang duoc cho phép,
tén may chu, ...

Cdc dich vu mikc thwe thi mic dinh: Néu muc thyuc thi mic dinh 13 3 thi chi c6 dong
“13” s& dugc thyc hién. Cong viéc (action) sé€ 1a “cho”, khong cd chuong trinh nao
duge thuc thi cho dén khi tat ca cac dich vu trong murc thyc thi 3 dugc chay.

Getty terminals: cic dong 1énh voéi id tir 1dén 6 thuc thi cac thiét bi ao (virtual
terminal). P4y 1a noi ban c6 thé thay d6i s6 lwong cac thiét bi ao.

Mikc thye thi 5: Dong cudi clng trong inittab thyc thi trinh quan 1y Xwindow néu

mtrc thyc thi 5 dugc géan.
Chu y:

1. Ban co thé thiét 1ap mot thiét bi modem dé nghe (listen) cac két ndi trong
inittab. Néu modem cua ban duoc két ndi t6i /dev/ttyS1 thi dong Iénh sau s€

cho phép dit liéu két ndi (khong dit liéu fax) sau 2 hdi chudng:

S1:12345:respawn:/sbin/mgetty -D -x 2 /dev/ttySl

2. Khi thay d6i /ete/inittab ban can phai bat init doc lai file cdu hinh nay. Diéu
nay duoc thuc hién kha dé dang bang cach:

=
= /sbin/init g

*
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3. GRUB - GRand Unified Bootloader

La chuong trinh moi thé hé méi voi nhiéu tinh nang manh, GRUB hién nay da 1a tuy

chon mic dinh trong nhiéu ban phan phdi Linux.

# grub.conf generated by anaconda
#
# Note that you do not have to rerun grub after making changes to this file

# NOTICE: You have a /boot partition. This means that

# all kernel and initrd paths are relative to /boot/, eg.
# root (hd0,0)

# kernel /vmlinuz-version ro root=/dev/VolGroup0l/LogVol00
# initrd /initrd-version.img

# boot=/dev/sda

default=1l

timeout=0

splashimage= (hd0,0) /grub/splash.xpm.gz

hiddenmenu

title Fedora Core (2.6.15-1.1833 FC4)
root (hd0,0)
kernel /vmlinuz-2.6.15-1.1833 FC4 ro root=/dev/VolGroup0l/LogVol00
initrd /initrd-2.6.15-1.1833 FC4.img

title Fedora Core (2.6.15-1.1833 FC4smp)
root (hdO0,0)
kernel /vmlinuz-2.6.15-1.1833 FC4smp ro root=/dev/VolGroup0l/LogVol00
initrd /initrd-2.6.15-1.1833 FCé4smp.img

title Fedora Core (2.6.11-1.1369 FC4smp)
root (hd0,0)
kernel /vmlinuz-2.6.11-1.1369 FC4smp ro root=/dev/VolGroup0l/LogVolO00
initrd /initrd-2.6.11-1.1369 FC4smp.img

title Fedora Core-up (2.6.11-1.1369 FC4)

s
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root (hdO0,0)
kernel /vmlinuz-2.6.11-1.1369 FC4 ro root=/dev/VolGroup0l/LogVol00

initrd /initrd-2.6.11-1.1369 FC4.img

Véi GRUB, viée cip nhat cac tham sb khoi dong khong qué phirc tap nhu LILO.
Chi can stra lai file /boot/grub/grub.conf va chép céc file can thiét vao /boot 13 1ap
tirc ¢6 hiéu qua trong lan khoi dong sau. File ciu hinh cia GRUB ciing ¢6 nhiéu lya

chon hon, cho phép nguoi dung cé thé st dung nhiéu kich ban khéi dong khac nhau.

Cing nhu LILO, GRUB cho phép lua chon nhiéu kich ban khi khoi dong, cling nhu
cho phép ngudi dung chinh stra cac tham sé khoi dong ngay trude khi khai dong. Co
thé st dung mat khau ngan chin viéc nay thong qua khai bao password trong file
ciu hinh. Lénh grub-md5-crypt cung cdp ham ma héa md5 cho phép che ddu mat
khau khi sir dung.

Céc khai bao khac c6 thé tham khao chi tiét thong qua 1énh info grub.

Trong qua trinh khéi dong, tat ca cac thong bao nhan hé théng duoc mic dinh ghi lai

trong /var/log/dmesg. File ndy c6 thé doc va in ra stdout voi tién ich /bin/dmesg.

4. Tir khéi dong dén bash

Bay gio chung ta s& xem xét cac bude trong qua trinh khoi dong hé théng Linux.
Ramdisk dugc khoi tao va nap vao bd nhé that dé tai cac module can thiét.

Nhéan hé théng duogc tai tir dia cung (hoic CD...) xac dinh trong cAu hinh cia

GRUB. Trong qua trinh tai nay thi nhan s€ dugc giai nén.

Nhan hé thong s& gin (mount) phan ving root (/) theo dang chi doc.

Luc nay cac chuong trinh can thiét trong /bin va /sbin di sin sang dugc truy cap.
Sau d6 nhan hé thong s& tai init - tién trinh dau tién.

init s¢ doc file /etc/inittab va thyc hién theo cac ndi dung cua no6. Cu thé 1a

re.sysinit duoc chay.

*
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Sau d0, tit ca cac khai bao trong /etc/fstab dugc anh xa (mount) va kiém tra (fsck).

Tiép theo init s¢ chuyén sang muc thuc thi mdc dinh, cac dich vy sé duogc khoi
dong. Dich vy méac dinh rec c6 dg uvu tién théip nhét s& thi hanh cubi cung va goi file

/ete/re.d/re.local.

Dau nhéc dé dang nhap hé théng duoc quan 1y bai gettys trong ttys.

*
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5. Thuwc hanh

Hay xem lai toan bd ndi dung ctia phan trinh bay trén va hoan thanh cac bai tip sau

day:

*

Thay ddi murc thuc thi mic dinh cta hé théng thanh 3 va 5.

Lam thé nao ban c6 thé biét dugc muc thuc thi hién tai?

Cho phép t6 hop phim Ctrl + Alt + Del chi trong muc thyc thi 3.
Thém mét ddu nhic dang nhp trong tty7.

Lam thé nao c6 thé bét init doc file ciu hinh cta nd?

Str dung dmesg dé doc thong tin chipset card mang cua ban.

So sanh sy khac nhau gitta shutdown, halt va reboot.

Tham s6 lya chon nao cta shutdow s& lam cho fsck tai 1an khéi dong tiép
theo?

Str dung coéng cu chkconfig hodc ntsysv dé tit (disable) chuong trinh nén
sshd (sshd daemon) trong mirc thuc thi hé théng 2, 3, 4 va 5.

Pam bao rang cac duong link ky hiéu (symbolic links) trong cac thu muc
rc2.d, re3.d, rc4.d va re5.d di thay doi.

Khoi dong lai hé thong. Tai ddu nhic khoi dong nhap tham sd init = tham s6

dé bo qua /sbin/init va khoi dong mot tién trinh bash don gian.
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1. Tao ngwoi dung maoi

Budc 1: Tao mot tai khoan

Cau Iénh /usr/sbin/useradd s& thém ngudi diung méi vao hé thong va lénh adduser
thuc chat ciing tro téi cau 1énh nay.
Cu phap:

useradd [options] login-name

Vi du: thém mot ngudi dung voi tén truy cap la rufu

'ﬁ- = useradd rufus

Cac gia tri mac dinh s€ dugc str dung khi khong c6 tham s6 lwa chon nao xac dinh.

Ban c6 thé liét ké cac gia tri ndy voi useradd —D

Cac lvya chon mac dinh duoc liét ké voi useradd —D
GROUP=100
HOME=/home
INACTIVE=-1
EXPIRE=
SHELL=/bin/bash

SKEL=/etc/skel

Chu ¥ rang thong tin ndy ciing nam trong file /etc/default/useradd

Budc 2: Kich hoat tai khoan vi mat khiu méi

*
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Dé cho phép mot ngudi dung truy cdp vao tai khoan ctua minh, quan tri mang phai

thiét 1ap mot mat khau cho ngudi ding bang cong cu passwd

Cu phap:

passwd login-name

Céc budc trén dung dé tao mot nguoi dung méi. N6 ciing dinh nghia mot méi truong
ngudi dung nhu 1a thu muc home directory va mot shell mac dinh. Nguoi dung ciing

c6 thé dugc gan cho mot nhém, va xac dinh nhom mdac dinh cia minh.

2. Lam viéc véi nhom

Tat cd nguoi dung moi dugc gén vao mdt nhdom mac dinh (hodc nhom chinh -

primary). Ton tai hai qui udc.

Theo céach truyén thong, nhom chinh ndy chung cho tit ca nguoi diung duoc goi 1a
nhom users voi ID ciia nhom 1a (GID) 100. Mot s6 nha cung cép san pham Linux

nhu Suse va Debian ciling tuan thu voi qui udc nay.

Theo céch sip sép, nhom ngudi dung riéng (User Private Group - UPG) nay duoc
dua ra boi RedHat va viéc thay doi qui wéc nay s& khong 1am thay doi cach thie lam
viéc nhom ctia UNIX. Véi UPG, mdi nguoi dung méi s& thude vé nhém mdc dinh
cia minh. Nhém c6 clng tén véi tén dang nhap (mic dinh) va GID s& nam trong
pham vi tir 500 d&én 60000 (gidng voi UIDs).

Thanh vién trong nhom:

Mot ngudi ding c6 thé thude vé mot hodc nhidu nhom bat ky. Tuy nhién, tai mot
thoi diém (vi du khi tao mot tép moi) thi chi duy nhat mot nhom 1a nhém co tac
dong.

Thong tin vé danh sach tit ca cac nhdom ma mot ngudi dung thude vé co thé duge

liét ké qua cau 1énh groups hoac id.

*
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Vi du doéi voi ngudi dung root:

Liét ké tat ca ID:

=

== 1id

© » uid=0(root) gid=0(root) groups=0(root), 1(bin), 2(daemon), 3(sys),
4 (adm), 6(disk), 10 (wheel), 600 (sales)

Liét ké tat ca cac nhom :

—=F groups

© P root bin daemon sys adm disk wheel sales

Chuyén nhém hién thoi:

Lénh tham gia (chuyén) vao nhoém s& lam thay d6i nhom tdc dong ciia nguoi ding
(user’s effective group) va bat diu mot tién trinh méi ma tir 46 ngudi dung cé thé

thoat ra khoi nhom (logout). Pidu ndy c6 thé duoc thuc hién qua cau 1énh newgrp.

Vi du: tham gia nhém sales

T

newgrp sales

Néu cau lénh groups dugc su dung thi nhom dau tién trong danh sach s& chéng con

1a root ma la sales

*
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Tao mo6t nhom mai

Cong cu groupadd duoc sir dung dé quan tri cac nhom. Cau 1énh nay s& thém mot

thue thé vao file /etc/group

Vi du: tao mdt nhom devel

I

= groupadd devel

Thém mot ngudi dung vao mot nhom:

Céac cong viée quan tri co thé dugc thuc hién bang cong cu gpasswd. C6 thé thém
(-a) hodc g& bd (-d) nguoi dung tir mot nhom va gan mot nguoi quan tri (-A). Cong
cu nay ban dau duoc thiét ké dé thiét lap mdt mat khéu don vao méot nhom, cho phép
tat ca cac thanh vién trong cing mot nhém dang nhép voi cing mot mat khau. Vi Iy

do an ninh, tinh nang nay khong con dugc st dung nira.

Vi du: thém ngudi dung rufus vao nhom devel

@ gpasswd -a rufus devel

3. File cdu hinh

File /etc/passwd va /etc/shadow:

Tén cua tat ca ngudi dung trong hé thong duge luu giit trong file /ete/passwd co cau

trac nhu sau:

1. Tén truy cap

2. Mat khau (hodc x néu st dung file shadow)

*
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3. UID

4. GID

5. Poan text mo ta nguoi dung
6. Thu muc gdc cua nguoi dung

7. shell cua ngudi dung

7 trudong trén dugc ngan cach bdi d4u hai chdm nhu dugc minh hoa trong vi du sau

day.

/etc/passwd entry with encrypted passwd.:

george: $1$K05gMbOvSb7ryoKGTd2hDrW2sT.h:Dr G Micheal:/home/georges: /bin/bash

Pé dau mat khau dd ma hoa tir ngudi dung thong thuong ban nén su dung file
shadow. File /etc/shadow s& chira tén ngudi dung va mat khau di ma hoa va chi c6

thé doc duoc bai ngudi dung root.

Néu ban khong co6 file shadow trong /etc thi ban c6 thé sir dung cau I¢nh sau day:

L]
@ /usr/sbin/pwconv  (passwd -> shadow)

Céau lénh nay s€ bd ‘x’ trong truong thu hai cua file /etc/passwd va tao file
/etc/shadow. Néu ban khong mudn sir dung mat khau bong (shadow password), ban

c6 thé lam nhu sau:

=

/usr/sbin/pwunconv (shadow -> passwd)

*
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Chi y: Khi str dung file mat khau bong (shadow password) /etc/passwd thi c6 thé
doc duoc voi quyén (644) va file /ete/passwd phai duge cAm nhiéu hon (600 hoic
tham chi 400). Tuy nhién, khi sit dung pwunconv thi phai bao dam thay d6i quyén
trén file /etc/password (600 hoac 400).

File /etc/sroup and gshadow:

Ciing tuong tu nhu trén, thong tin cua nhém dugc luu gilr trong file /ete/group. File

nay co 4 truong dugc ngin cach nhau boi dau hai cham.
1. Tén nhém
2. Mat khau nhom (hodc x néu file gshadow ton tai)
3.GID

4. D4u phay ngan cach danh sach cac thanh vién

Vi du /etc/group entry:

java:x:550:jade, eric, rufus

Ciing nhu v6i nguoi dung, file /ete/gshadow ciing duoc tao khi sir dung mat khau
béng nhom (shadow group passwords). Céc tién ich nay duoc st dung dé chuyén

do1 xuo1 hodc nguoc cac file shadow hoac non-shadow nhu sau:

@-_j /usr/sbin/grpconv creates the /etc/gshadow file

[
Il‘_g /usr/sbin/grpunconv deletes the gshadow file

*
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File /etc/login.defs va /etc/skel/

File /etc/login.defs chira cac thong tin sau day:
- thu myc mail (the mail spool directory):
MAIL DIR
- cac diéu khién thoi gian ctia mat khau:

PASS MAX DAYS, PASS MIN DAYS, PASS MAX LEN,
PASS WARN AGE

e gia tri max/min cua UID ty dong lya chon trong useradd:
UID MIN, UID MAX

e gia tri max/min ddi v6i lva chon ty dong GID trong groupadd:
GID_MIN, GID_MAX

e ty dong tao mdt thu muc géc vo1 useradd:
CREATE_HOME

Thu muc /etc/skel chira céc file mac dinh va sé¢ dugc copy tdi thu muc géc cua

nguoi dung méi dugce tao: .bashre, .bash_profiles, ..

4. Cac tham so lwa chon cua cau lénh

useradd (Lua chon)

-c ghi chu (Tén day du)
-d duong dan téi thu myc gde
-g nhom khéi tao (GID). GID phai dang ton tai
-G dau phay ngin cach danh sach cac nhém bo sung
-u UID cua nguoi dung
-S shell mac dinh cta nguoi dung
ise
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-p mét khau (ma ho4 md5, st dung dau N
-e ngay hét han cua tai khoan
-k thu muc skel
-n tat nhom UPG
groupadd (Lya chon)
-g gan mot GID

5. Siva thiét lap méc dinh va tai khodn

Tét ca cac lua chon trong khi tao mdt nguoi dung hodc nhom co thé dugc thay doi.

Tién ich usermod c6 mot s6 tham so lya chon chinh sau:

usermod (tham s6 lua chon)

-d thu muc nguoi dung

-g GID khéi tao nguoi dung

-1 tén dang nhéap cua nguodi dung
-u UID cua nguoi dung

-S shell mac dinh

Chu y: tat ca cac tham so6 lya chon trén cling giong doi voi useradd.

*
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Tuong ty nhu vy, ban cling c6 thé thay d6i chi tiét vé thong tin nhém véi tién ich

groupmod. Co mdt s6 tham sb lua chon chinh sau déy:

groupmod (tham s6 lya chon)

-g GID
-n tén nhom
Khoa tai khoan:

- Mot tai khoan nguoi ding c6 thé bj khoa bang cach thém vao mot dau cham

than vao mat khau ngudi dung. C6 thé thuc hién diéu nay bang cac cau lénh

sau:

Khoa Mé khoa
passwd —1 passwd —u
usermode —L usermod —U

- Khi str dung shadow password, thay thé x boi mot day *

- Mot tham sb lua chon it hitu ich 13 x04 toan bd mat khau véi cau 1énh

passwd —d

- Cubi cung, c6 thé gan /sbin/nologin hoic /bin/false cho shell mic dinh

cua nguoi dung trong /etc/passwd

Mic dinh ban dau, mat khau ngudi ding c6 gid tri trong 99999 ngay, twong duong
v6i 2739 nam (mac dinh PASS MAX DAYS). Nguoi dung duge thong bao trong
vong 7 ngay rang mat khau cua ban s& bi hét han (mic dinh PASS WARN_AGE)
v6i dong thong bao sau mdi khi ngudi dung ding nhap vao hé thong:

*
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C6 mot tham sb thdi gian ctia mat khau khac duoc goi 1a PASS MIN DAY. Pay 1a
s6 ngdy nho nhét trude khi mot ngudi dung cd thé thay d6i mat khau, gia tri nay

duoc thiét 1ap méc dinh ban dau béng 0.

Cong cu chage cho phép quan tri hé thdng thay d6i cac tham sb lwa chon trén:

(kkﬂldﬁng:chage [ -1 ] [ -m min days ] [ -M max days ] [ -W warn ]

[ -I inactive ] [ -E expire ] [ -d last day ] user

Tham s6 -1 dau tién liét ké gid tri cta policy hién thoi ciia mot ngudi ding. Ching ta
chi dé cap dén tham sb lya chon —E. Tham s6 nay sé khoa mot tai khoan ngudi ding
tai thoi diém xac dinh. Dinh dang ngay c6 thé theo dinh dang cia UNIX hoic theo
YYYY/MM/DD

Chu y, tat ca cac gia trj trén déu dugc luu giit trong fiele /etc/shadow va co thé thay

ddi truc tiép.

Xoa tai khoan

Tai khoan nguoi ding ¢6 thé dugc xoa boi ciu 1énh userdel. Bé dam bao rang thu

muc goc cua nguoi dung cling dugce xo4, ta st dung tham s6 lya chon —r.

=
userdel -r jade

*
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6. Thuc hanh

L.

*

Tao nguodi dung

St dung useradd dé tao nguoi dung co tén 13 tux voi ID nguoi dung 13 600 va
ID nhom la 550.

St dung usermode dé thay doi thu muc gbc ctia ngudi ding
C6 can thiét phai tao mgt thu muc maéi khong?
No6i dung cua /etc/skel c6 dugce copy sang thu muc mdi khong?

Céc ndi dung trong thu muc gdc ciil van c6 thé dugce truy cip boi ngudi dung

tux khong?
Str dung usermode dé thém fux vao nhoém wheel.
Lam viéc véi nhom.
Tao mdt nhoém c6 tén la sales voi cau 1énh groupadd.
Thém ngudi ding tux vao nhom nay bang cau 1énh gpasswd.

bang nhap véi tux va tham gia vao nhém sales vo1 newgrp.

. File ciu hinh.

Thém mot ngudi ding vao hé thong bang cach soan thao /etc/passwd va

/etc/group.

Tao mgt nhdém co tén la share va thém nguoi dung tux vao nhém nay bang cach

soan thao bang tay /etc/group.

Thay d6i tai khoan

Thay d6i tham s ngay hét han cta tai khoan ngudi ding tux bang cach sir dung
cau 1énh usermod.

Khoéd tai khodn ngudi dung (St dung cac cong cu hodc soan thao file
/etc/shadow, ...)
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*

Bao vé ngudi dung tir ding nhap bang cach thay doi shell mic dinh cta nguoi
dung thanh /bin/false.

Thay doi tham sb PASS MAX DAYS cta ngudi dung tux thanh 1 trong file
/etc/shadow.

Thay d6i thiét 1ap mac dinh

Str dung useadd —D dé thay d6i céac thiét 1ap mic dinh cta hé thong va do do tat
ca nguoi dung méi s& duoc gan trong /bin/sh thay vi /bin/bash (chd y: diéu nay
s& 1am thay doi file trong /etc/defaults/)

Soan thao /etc/login.defs va thay d6i tham sb mic dinh PASS MAX DAYS va

do d6 nguoi dung méi s& phai thay d6i mat khau ctia minh theo dinh ky 5 ngay.
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1. The Network Interface

Card mang phai dugc hd tro tir nhan cua hé diéu hanh. Dé xac dinh nhiing card
mang nao c6 thé sir dung dugc, ban c6 thé truy van thong tin qua ciu 1énh dmesg,
/proc/interrupts, /sbin/lsmod. hoac /etc/modules.conf

Vi du:
Dmesg
| 2 Linux Tulip driver version 0.9.14 (February 20, 2001)
PCI: Enabling device 00:0f£.0 (0004 -> 0007)
PCI: Found IRQ 10 for device 00:0£f£.0
ethO: Lite-On 82cl68 PNIC rev 32 at 0xf800, 00:A0:CC:D3:6E:0F, IRQ 10.
ethO: MII transceiver #1 config 3000 status 7829 advertising 0Olel.
cat /proc/interrupts
> 0: 8729602 XT-PIC timer
1: 4 XT-PIC keyboard
2: 0 XT-PIC cascade
73 0 XT-PIC parportO
8: 1 XT-PIC «rtc
10: 622417 XT-PIC ethO

*
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11: 0 XT-PIC usb-uhci
14: 143040 XT-PIC 1ideO
15: 180 XT-PIC idel
/sbin/1smod
> Module Size Used by
tulip 37360 1 (autoclean)

Tir vi du trén, chung ta thiy rang Chipset ctia card mang Ethernet 13 Tulip, dia chi
i/0 12 0xf800 va ngat (IRQ) la 10. Théng tin ndy c6 thé dugc st dung trong ca

truong hop néu module sai duoc dung hodc cac tai nguyén (i/o hodc IRQ) khong co.

Thong tin ndy ciing dugc sir dung dé chén mot module voi mot dia chi i/o khac (st
dung tién ich modprobe hoic insmod) hoic cing c6 thé duoc ghi trong
/etc/modules.conf hoic /etc/modprobe.conf (s& ghi cac thong sé cai dit trong lan

khéi dong sau).

2. Thong tin may chu (Host Information)

Céc tép sau day duoc st dung dé luu trit cac thong tin mang.

o /etc/resolv.conf chira danh sach cac may chu DNS

nameserver 192.168.1.108
nameserver 192.168.1.1

search linuxit.org

*
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e /etc/hosts chira dia chi IP cua may tinh cling nhu danh sach cac may chu da
biét
# Do not remove the following line, or various programs
# that require network functionality will fail.
127.0.0.1 localhost 1localhost.localdomain
# other hosts
192.168.1.108 mesa mesa.domain.org

192.168.1.119 pico

1. letc/sysconfig/network xac dinh néu mang phai duoc khoi dong (c6 thé chira
bién HOSTNAME)

NETWORKING=yes
HOSTNAME=mesa.domain.org

GATEWAY=192.168.1.1

2. letc/sysconfig/network-scripts/ifcfg-eth0 Cac tham sé thiét 1ap cho eth0

DEVICE=ethO

BOOTPROTO=none

BROADCAST=192.168.1.255

IPADDR=192.168.1.108

NETWORK=192.168.1.0

ONBOOT=yes

*
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USERCTL=no

3. Khoi dong (Start) va dirng (Stop) mang

e Tu ché do cdu 1énh

Cong cu chinh dugc s dung dé hién thi giao dién mang la /sbin/ifconfig. Pau tién
khéi tao module nhan dugc gan cho ethO trong /etc/modules.conf (vi du tulip.o)

duoc load va sau do géan gia tri dia chi [P va mat na mang (netmask).

Két qua 1a giao dién c6 thé dugc chuyén bat va tit ma khong bi mat cac thong tin

nay trong khi module nhan dugc thém vao.

Vi du: Str dung ifconfig.
/sbin/ifconfig eth0 192.168.10.1 netmask 255.255.128.0
/sbin/ifconfig eth0 down

/sbin/ifconfig eth0 up

Mot cong cu khéac 1 /sbin/ifup. Tién ich ndy doc cac tép cau hinh hé thong trong
/etc/sysconfig/network-script/ va gan cac gia tri dugc luu trit cho mot giao dién
mang nao do. Script cho eth0 dugc goi 1a ifcfg-eth0 va di dugc cdu hinh. Néu giao
thirc khéi1 dong nhu DHCP dugc dinh nghia thi ifup sé khdi dong giao dién mang

V61 giao thue nay.

Vi du: St dung ifup.

*
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/sbin/ifup eth0
/sbin/ifup ppp0

/sbin/ifdown ethO

o. Str dung network script

Tai thoi diém khoi dong card Ethernet dugc khoi tao véi lete/re.d/init.d/network

script. TAt ca céc file mang lién quan duoc chira trong thu muc /ete/sysconfig/.

Hon nira script c6 thé doc cac lwa chon sysctl trong /ete/sysctl.conf, day 1a noi ma
ban c6 thé cdu hinh hé théng nhu mét bo dinh tuyén (cho phép dia chi IP chuyén
trong nhan hé diéu hanh). Vi du dong 1énh

net.ipv4.ip forward =1

s& cho phép dia chi IP chuyén (forwarding) va file /proc/sys/net/ipv4/ip_forward

s€ chtra so 1

Network script dugc khoi dong lai véi cau 1€nh sau

/etc/rc.d/init.d/network restart

3. Phuc hdi lai DHCP

Cac cong cu sau day c6 thé truy van may chit DHCP cho mét dia chi IP méi:

pump
dhcpclient

*
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Mot daemon khach hd trg DHCP duogc goi 1a dheped (khong nham 1an véi daemon
may chiu DHCP 1a dhepd).

4. Dinh tuyén

Mot diéu d& nhén thiy khac khi st dung ifup 14 bang dinh tuyén cta hé théng. Diéu
nay co thé do file etc/sysconfig/network duoc doc, trong khi default gateway duoc
luu trit, hodc may chu DHCP da gtri thong tin nay cung voi dia chi IP. Bang dinh
tuyén duoc cdu hinh, kiém tra va thay ddi véi cong cu /sbin/route.

Céc vi du dinh tuyén:

Thém mdt tuyén tinh (static route) vao mang 10.0.0.0 qua thiét bj ethl trong do str
dung 192.168.1.108 lam gateway cho mang:

/sbin/route add -net 10.0.0.0 gw 192.168.1.108 dev ethl

Thém mot gateway mac dinh (default gateway)

/sbin/route add default gw 192.168.1.1 eth0

Liét ké bang dinh tuyén nhan:

/sbin/route -n

> Kernel IP routing table

Destination Gateway Genmask Iface
192.168.1.0 0.0.0.0 255.255.255.0 eth0
10.1.8.0 192.168.1.108 255.0.0.0 ethl
127.0.0.0 0.0.0.0 255.0.0.0 Ilo

*
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0.0.0.0 192.168.1.1 0.0.0.0 eth0

Gateway mac dinh (Default Gateway):

Trong danh sach cudi cung. Truong dich 1a moét danh sach cic mang. Pic biét,
0.0.0.0 c6 nghia 1a “moi noi”. Cin nhé ring, ton tai 2 dia chi IP trong trudng

Gateway. Vay dia chi nao la default gateway?

= Pé tranh phai nhdp bang tay cac tuyén tinh, cac daemon dic biét gated hoic

routed dugc thuc thi dé cap nhat mot cach dong cac bang dinh tuyén qua moOt mang.

= Néu ban thudc vé mang 192.168.10.0 va ban thém vao mdt tuyén td1 mang
192.168.1.0 thi ban c6 thé nhan dugc két qua 1a cac mdy tinh trong mang vira thém
vao 1a khong c6 (not responding) boi vi khong co tuyén (route) duogc thiét lap tir
mang 192.168.1.0 téi may chu cua ban!! Van dé nay c6 thé duoc giai quyét bang

cach st dung dinh tuyén dong (dynamic routing)

Cic tuyén tinh c6 dinh

Néu ban c6 mét sb mang voi nhiéu hon mét gateway, ban co thé sir dung
/etc/sysconfig/static-routes (thay cho cac daemon dinh tuyén). Cac tuyén nay s&

dugc thém vao tai thoi diém khoi dong boi network script.

*
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Mot kich ban dinh tuyén:

192.168.1.1 ——
~—192.168.1.108

10.8.10.34

route add 192.168.1.0%
netmask 255.255.255.0\
gw 10.0.0.111

192.168.1.2

route add 10.0.0.0%
netmask 255.0.0.0 %
gw 192.168.1.108

F € b)
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5. Cac cong cu mang

Sau day la danh sach ngin cic cong cu hiru ich khi g& réi cac két ndi mang:
ping host:

Cong cu nay gui mot goi dit licu ICMP ECHO REQUEST téi mot may chu va cho

mOt ICMP ECHO RESPONSE.

Céc tham sd lya chon cua cOng cu ping:
-b ping mot dia chi broadcast
-c N gui N goi tin

-q Ché d6 im lang: hién thi chi cac géi tin dau va cudi
netstat:

Ban c6 thé nhan duoc thong tin cla céc két ndi mang hién tai, bang dinh tuyén hoac

cac thong ké giao dién mang phu thudc vao céc lya chon sau dugc sur dung:

Cac luva chon cua netstat:
-r gidng nhu /sbin/route
-1 hién thi danh sach giao dién mang (card mang)
-n khong giai cac dia chi mang [P
-p tra vé PID va tén ctia cac chuong trinh (chi st dung cho root)
-v  dién giai dai
-C tiép tuc cap nhat

*
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Vi du: Két qua cua netstart —inet —n:

| 2 Active Internet connections (w/o servers)
Proto Recv-Q Send-Q Local Address Foreign Address State
tcp 0 0 192.168.1.10:139 192.168.1.153:1992 ESTABLISHED
tcp 0 0 192.168.1.10:22 192.168.1.138:1114 ESTABLISHED
tcp 0 0 192.168.1.10:80 192.168.1.71:18858 TIME WAIT

Trong danh sach trén ban c6 thé thdy may chu dia phuong (local host) da thiét lap
cac két ndi & cong 139, 22 va 80.

arp:

Hién thi bo dém giai dia chi nhan.

Vi du:
arp
> Address HWtype HWaddress Iface
192.168.1.71 ether 00:04:C1:D7:CA:2D ethO
traceroute:

Hién thi tuyén (route) dugc 1y tir mot may chii dia phuong (local host) t&i mot may
chu dich. Traceroute ép ngay lap tirc cac tuyén (routes) téi cac thong bao 16i tro vé
(send back error message) (ICMP TIME_EXCEEDED) bang cach xem xét thiét 1ap
gid tri tty (time to live) xuéng murc rat thap (too low).

*
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Sau moi thong bao TIME EXEEDED, traceroute ting gia tri cua tty, giri goi tin
tiép theo di xa hon cho dén khi t&i dugc dija chi dich caa no.

Vidu:
CMD: /usr/sbin/traceroute -n www.redhat.com
| 4 traceroute: Warning: www.redhat.com has multiple addresses; using

216.148.218.197

traceroute to www.redhat.com (216.148.218.197), 30 hops max, 38
byte packets

1 192.168.1.1 0.440 ms 0.347 ms 0.341 ms

---- snip ---
14 12.122.2.145 112.116 ms 110.908 ms 112.002 ms
15 12.122.2.74 156.629 ms 157.028 ms 156.857 ms
16 12.122.255.222 156.867 ms 156.641 ms 156.623 ms
17 216.148.209.66 159.982 ms 157.462 ms 158.537 ms

18 216.148.218.197 157.395 ms 156.789 ms 156.080 ms

Cac lya chon cua traceroute:

£ ttl Thay d6i thoi gian séng khoi tao vé ttl thay vi gid tri 1
-n khong giai cac dia chi [P

-V dién giai dai

-W sec thiét 1ap thoi gian cho tai cac goi tra vé thanh sec

*
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6. Thuc hanh
1. Trong phan kich ban dinh tuyén duoc trinh bay & trén dua ra bang dinh tuyén
dbi voi gateway ctia mang LAN.
2. Khoi dong giao dién mang cia ban bang tay
ifconfig eth0 192.168.0.x

Liét ké danh sach cac module nhan. Pam bao ring module eth0 di duoc tai (kiém

tra /etc/modules.conf).
3. Dung giao dién mang voi:
(i) ifconfig eth0 down
Chéc chéin rang ban c6 thé luu trir cac thong tin giao dién mang nay ma khong bi
mat thong tin:
(ii) ifconfig ethO0 up
4. Dung giao dién mang va g& bé module nhan (rmmod module). Piéu gi s& xay ra
néu ban lip lai budc 3 (ii)?
5. Chia 16p thanh hai mang A (192.168.1.0) va B (10.0.0.0).
* Thur truy cap cac may qua cdc mang
* Chon mot may lam gateway (tai mot trong hai mang)
* Chi trén may gateway! thuc hién cac 1&€nh sau:

-- cho phép chuyén IP (allow IP forwarding):

echo 1 > /proc/sys/net/ipv4/ip forward

-- dua ra mét giao dién mang da dugc géan (s€ lam viéc nhu mot giao
dién mang thur hai).
Néu ban ¢ trong mang 192.168.1.0 thi s€ thuc hi¢n cac 1énh sau:

*
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ifup eth0:1 10.0.0.x (trong dd x la mdt dia chi IP xac dinh nao do).

thém mot tuyén (route) td1 mot mang mdi va gan nd st dung thiét bi
eth0:1

-- thém mot tuyén (route) td1 mdt mang khac bﬁng cach st dung mot
may 1am gateway (ban s& can biét thiét 1ap ethO hodc eth0:1 ciia gw nay phu

thudc vao viéc ban dang & mang nao)

*
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1. 86 nhi phén va Dotted Quad

4
A

S0 nhi phan

10=2" 100 = 2° 101 =22+ 1 111 =100 + 010 + 001

Diéu nay cho thay mot sé nhi phan c6 thé d& dang chuyén sang s thip phén:

10000000 = 2’ = 128
01000000 = 2° = 64
00100000 = 2° = 32
00010000 = 2* = 16
00001000 = 2° = 8
00000100 = 2° = 4
00000010 = 2! = 2
00000001 = 2° = 1
The Dotted Quad.:

bia chi IP dugc gan cho mdt interface dugc goi 1a mdt Dotted Quad. Trong trudng
hop mot dia chi Ipv.4, dia chi 1a 4 bytes (4 1an 8 bits) phan cach nhau boi cac diu

cham.
Decimal Binary
192.168.1.1 11000000.10101000.00000001.00000001

*

#2€ ) Copyright © ISE, 2006 62



Tai liéu dao tao Linux trung cip

MANG TCP/IP

2. Dia chi Broadcast, dia chi mang va netmask

Mot dia chi IP bao gém dia chi cua host va dia chi cua mang.

4. The Netmask

Netmask duoc ding dé qui dinh s bit trong mot dia chi IP duoc dung dé danh dia

chi mang. Netmask hay con goi la subnet mask.

Vi du netmask 16 va 17 bit:

255.255.0.0 16-bit 11111111.11111111.00000000.0

255.255.128.0 17-bit 11111111.11111111.10000000.0

Dia chi broadcast thuong duoc sinh ra boi hé thap phan.

Vi du: véi 16 — bit netmask, cac IP sau nam trén ciing mdt mang

00100000 . 10000000 . 00000001 . 00000001

00100000 . 10000000 . 00000000 . 00000011

C6 nghia rang bat ky mot bit nao nam trong hinh chit nhat (hinh v&) (8+8 = 16 bits)

s€ thay doi dia chi mang va cac host can mot gateway dé két noi chung véi nhau.

Tuong tu, bat ky bit ndo bén ngoai hinh chit nhat (hinh v&) s& thay ddi dia chi cia

host ma khong 1am thay d6i dia chi mang.

Vi du: véi netmask 24 bit dudi day, 2 IP sé nam trén 2 mang khdc nhau:

*
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00100000 . 10000000 . 00000001 . 00000001
00100000 . 10000000 . 00000000 . 00000011

5. Dia chi mang

Mo6i mét mang can ¢dé mdt s6 hi€u, sO hi¢u can thiét trong viéc thiét 1ap bo dan

duong (routing). S6 hiéu ctia mang 13 ¢6 s6 nguyén(0-255) phan cach bai diu cham.

Vi du mdt dia chi mang: 192.168.1.0

6. Dia chi Broadcast

Dia chi broadcast 12 mdt mién cac host/interface co thé duoc truy cap trén mang
gidng nhau. Vi du mot host ¢6 dia chi broadcast 14 10.1.255.255 sé& truy cap dén tat
ca cac mdy nao co6 IP c6 dang 10.1.x.x. Dia chi broadcast dién hinh 192.168.1.255.

Cac phép toan logic c6 thé ap dung cho cac dia chi broadcast, netmask, network.

Pé lay dia chi mang, ta 1am dong tac don gian 1a thyc hién phép toan AND giita dia
chi IP va netmask.

Network Address 1P AND  Netmask

Tinh dia chi broadcast bang cach: network address OR ‘not MASK’

Broadcast Address = Network OR not[Netmask]

*
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AND va OR a cac phép toan logic trong mau nhi phan ctia cac dia chi nay

Vi du:

bia chi IP 192.168.3.5 véi net mask 255.255.255.0. Chung tac cé thé thuc hién cac

phép toan sau:

Diachimang = IP AND

11000000. 10101000.00000011.00000101
AND
11111111.11111111.11111111.00000000

MASK

(192.168.3.5)

(255.255.255.000)

11000000.10101000.00000011.00000000

I
T

Pia chi Broadcast OR

11000000. 10101000.00000011.00000101
OR
00000000.00000000.00000000.11111111

(192.168.3.0)

NOT-MASK

(192.168.3.5)

(000.000.000.255)

11000000.10101000.00000011.11111111

(192.168.3.255)

Tu cac vi du trén ta rat ra nhan xét. Mt dia chi IP cung vdi netmask du dé xac dinh

cac thong tin vé mang va host do.

3. Lop mang

7. Dia chi IP du phong

*
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Déi véi cac mang riéng biét, cac dia chi IP c6 thé khong bao gio dugc st dung 1am
dia chi IP trén internet. Cac dia chi IP du phong nay thong thuong chi dugc stir dung
cho cac mang LAN.

Bang sau day sé& cho thiy céac 16p dia chi riéng/ dy phong.

Bangl: Pia chi du phong

1 Class A 10.X.X.X
16 Class B 172.16.x.x -- 172.31.x.X
255 Class C 192.168.0.x

8. Ldp dia chi IP

Lop A:

8 bit dung dé danh dia chi mang va 24 bit danh dia chi host. Byte dau tién du phong
cho dia chi mang. Vi vay subnet mask mac dinh s€ la 255.0.0.0.

Do 255.255.255 and 0.0.0 khong phai 13 dia chi host nén c6 t6i da 2** — 2 =
16777214 host trén mang. SO IP ¢6 byte dau tién ndm trong mién tir 1 dén 127,
tuong Gng voi s6 nhi phan 00000001 -> 01111111. Hai bit d4u tién cta 16p A c6 thé
thiét 1ap bang “00” hoic “01”.

Lép B: dia chi mang va host 16 bit

16 bit dung dé danh dia chi mang va 16 dung dé danh dia chi host trén mang.Subnet
mask mic dinh 13 255.255.0.0. C6 tdi da 2'.2 = 65 534 host trén mot mang thudc
16p B. Byte dau tién c6 pham vi tir 128 dén 191. Tuong Gng véi sd nhi phan la
10000000->10111111.

*
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Hai bit dau tién caa 16p B ludn thiét 1ap 1a “10”.

Lép C: dia chi mang va host 24-bit

24 bit dung dé danh dia chi mang va 8 bit ding dé danh dia chi host trén mang.
Subnet mask mic dinh 1a 255.255.255.0. C6 toi da 2° -2 = 254 host trén mot mang
thudc 16p C. Byte dau tién co gia tri tir 192 dén 223. Tuong Gng véi s nhi phan 1a
11000000 ->11011111. Nhu vay 2 bit dau tién cta 16p C ludn 1a “11”,

4. Subnets
Subnet 1a khai niém phan chia mot mang thanh nhiéu mang con bang cach dung cac
bit ctia phan dia chi host dé danh dia chi mang.

Vi du netmask 16p A 14 255.0.0.0 c6 thé duoc dung dé bién bit dau tién cua byte thi
2 tré thanh bit danh dia chi mang. Két qua chung ta ¢6 9 bit dé danh dia chi mang va
23 bit danh chi host trén mang.

Netmask c6 dang binary nhu sau :

11111111.10000000.00000000.00000000 or 255.128.0.0

25-bit network
Netmask: 11111111.11111111.11111111.10000000 or 255.255.255.128

Do dia chi mang Network = IP AND Netmask, tir gia tri cia netmask, ta thay 1a co
thé tao duoc 2 mang con.

1. Cac dia chi host nam trong mién 192.168.1.0xxxxxxx thudc viao mang
192.168.1.0 network. S6 hiéu cua mang 1a 0.

2. Cac dia chi host nim trong mién 192.168.1.1xxxxxxx thudc vao mang
192.168.1.128 network. S hiéu cua mang la 128

*
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Bang?2: Trong cd 2 treong hop, thay x byte bang 0 hodc 1, ta ¢6 cdc dia chi ddc biét

Network address Substitute with 1°s Substitute with 0’s
0 Broadcast: 127 Network: 0
128 Broadcast: 255 Network: 128

S6 bit dé danh dia chi host 1a 7 va trir di 2 gié tri dic biét (tat ca cac bit bang 0 hoic

1), chiing ta c6 27 — 2 = 126 trén mdi mang va c6 tat ca 252 host.

Néu chung ta ding subnet mask mac dinh 1a 255.255.255.0 thi chiing ta c6 254 dia
chi host.

Trong vi du trén 192.168.1.127 1a cac dia chi dic bi¢t, do do chi c6 252 dia chi host
duoc stir dung.

26-bit network

Netmask: 11111111.11111111.11111111.11000000 or 255.255.255.192

Tao duoc 4 mang con, dia chi ciia mdi mang duoc xac dinh bing qui tic AND, dia

chi cua cac host dugc xac dinh nhu sau:

1. Pia chi cic host nam trong mién 192.168.1.00xxxxxx thudc vao mang
192.168.1.0 network.

2. Pia chi cdc host nam trong mién 192.168.1.01xxxxxx thudc vé mang
192.168.1.64 network.

3. Pja chi cic host nim trong mién 192.168.1.10xxxxxx thudc vé mang

192.168.1.128 network.

*
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4. Pija chi cac host nim trong mién 192.168.1.11xxxxxx thudc vé mang
192.168.1.192 network.

Thay thé x bit trén bang 1 ta c¢6 dia chi & trén ta c6 cac dia chi broadcast twong ting;

192.168.1.63, 192.168.1.127, 192.168.1.191, 192.168.1.255

M&i mang con c6 2° — 2 = 62 hosts va tong s6 c6 62 x 4 = 248 host trén mang.

5. Ho giao thuc TCP/IP

TCP/IP 1a mot bo giao thirc, dugc st dung trén mang Internet. Goi 1a ho giao thirc vi
TCP/IP chira mét sé giao thtc, nhitng giao thirc ndy dung dé truyén dir liéu va
chuong trinh qua mang. Hai giao thuc chinh trong ho giao thirc TCP/IP 1a TCP

(Transmission Control Protocol) va Ip (Internet Protocol).

Hiéu mot cach don gian, giao thire IP chi xir Iy cac goi tin va cac datagrams (g6i tin
chta dia chi dén, kich thudc...) trong khi d6 giao thirc TCP xur 1y van dé két ndi
gitta 2 may tinh. Cac giao thuc Kkét hop véi nhau dé thuc hién tac vu dic biét cua

minh. Tai li€u nay s€ trinh bay cac tac vu cua TCP/IP.

Hoat dong cta cac giao thic dién ra ¢ cac tang khac nhau trong tién trinh hoat dong

cua mang.

Béang 1: M hinh 4 thng cua giao thitc TCP/IP

Tan tng dung (Application) | Mirc tmg dung(FTP,SMTP,SNMP)

Tang giao van(Transport) Két ndi cac may(TCP,UDP)

*
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Tang internet(Internet) Routing(Dan duodng):IP,ICMP,IGMP,ARP
Tang truy cap mang() Muc card mang, vi du card Ethernet, token
ring...
FTP
application SMTP application
HTTP internet
1P
ICMP
transport {TCP transport
UDPp
tocken ring
network network
({ ethernet

e Tong quan vé céc giao thuc

IP

Giao thuc IP lam nhiém vu truyén tai dir li€u cho giao thtrc
TCP , UDP va ICMP.IP cung cip dich vu két ndi khong tin
cay (unreliable), c6 nghia 1a dir licu truyén di khong dam bao
dugc truyén dén dia chi can guri. Giao thuc IP cho phép tit ca
tinh toan ven cua dir li¢u dugc xur Iy bdi mot trong giao thire
tang cao hon, vi du nhu giao thitc TCP hodc nhirng thiét b
chuyén biét cho tmg dung nao d6. IP c¢6 nhiém vu xt 1y van
dé dia chi va dan dudng (routing) giita cac mang. Pon vi dit

liéu st dung & giao thue IP 1a datagram.

TCP

Giao thitc TCP(Transmission Control Protocol) cung cip

*
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dich vu két ndi tin cay. TCP c6 nhiém vu kiém tra trén mdi
host thir tir giri va nhan va kiém tra va bao dam rang moi goi
dir liéu (data packet) da duoc truyén. Vi du cac tng dung
FTP hay telnet(img dung ding nhap tir xa) khong can phai

xtt Iy van d& mat dit liéu trong qua trinh truyén.

UDP

Giao thuc UDP (User Datagram Protocol) cho phép mot
chuong trinh tmg dung truy cap truc tiép dén IP, khong
gidng nhu TCP, UDP la giao thirc khong lién két va khong

tin cay.

ICMP

Giao thirc ICMP(Internet Coéntom Message Protocol) duoc
stt dung boi cac thiét bi din duong va cac host dé thoi dodi
trang thai cia mang. Pon vi dit liu st dung trong giao thirc

nay 1a IP datagrams va ICMP 1a giao thic khong lién két.

PPP

Giao thac PPP(Point to Point) thiét 1ap mot két ndi TCP/IP
thong qua duong dién thoai. Ngoai ra nd con dugc sir dung

bén trong cac két ndi dwoc ma hoa nhu pptp.

6. Cic dich vu va cdc cong trong TCP/IP

Danh sach cac dich vu va céc cong cua nd noi chung s€ tim thay trong /etc/services.

Danh sach cac dich vu va cac cong tuong Gng voi cac dich vu duoc quan 1y boi
[ANA((Internet Assigned Numbers Authority).

M&i cong 1a mot s6 16 bit, d6 d6 co tong sb 1a 65535 cong. Cac cong tir 1 dén 1023

1a cac cong ddc quyén, duge gianh cho cac dich vu chay boi nguoi dung root. Tat ca

cac ung dung da biét s& dugc phuc vu & mot trong nhitng cong nay.

Chung ta hiy quan sat két qua ctia dich vy portscans(do tim cac cong). Nén nhé ring

dich vy nay 13 bat hop phap, tuy nhién rat nhiéu ngudi dung dich vy nay.

*
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Dudi day 13 két gya ctia mot do tim cong:

Port

21/tcp
22/tcp
23/tcp
25/tcp
70/tcp
79/tcp

80/tcp

State

open

open

open

open

open

open

open

Service
ftp

ssh
telnet
smtp
gopher
finger

http

Dich vu portscan cho biét cac cong dang mé va phuc vu tng dung nio

Cac cong chinh /etc/services:

ftp-data
ftp
telnet
smtp
domain
domain
http
WWW
pop-2
pop-3
sunrpc
sftp

uucp-path

*

20/tcp
21/tcp
23/tcp
25/tcp
53/tcp
53/udp
80/tcp
80/tcp
109/tcp
110/tcp
111/tcp
115/tcp

117/tcp

€)
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nntp 119/tcp usenet # Network News Transfer
ntp 123/tcp # Network Time Protocol
netbios-ns 137/tcp nbns

netbios-ns 137/udp nbns

netbios-dgm 138/tcp nbdgm

netbios-dgm 138/udp nbdgm

netbios-ssn 139/tcp nbssn

imap 143/tcp # imap network mail protocol
NeWs 144/tcp news # Window System
snmp 161/udp

snmp-trap 162 /udp
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7. Thuwe hanh

Registering a service with xinetd

1. Viét mot bash script dua ra man hinh(stdout) dong “Welcome”. Luu lai trong
/usr/sbin/hi
2. Trong thu muyc /etc/xinetd.d tao mot file tén 1a fudge nhu sau:

service fudge

{

socket type = stream
server =/usr/sbin/hi
user = root

wait = no

disable = no

}

3. Thém mdt dich vu tén la fudge trong /etc/services, dich vu nay sur dung céng
60000.

4. Khoi dong lai xinetd va dung dich vu telnet dén cong 60000.
5. Gia st ban c6 mot mién IP trén mang 83.10.11.0/27
a. Bao nhiéu mang c6 4 byte dau tién giéng nhu cta ban?
b. Co6 bao nhiéu may trén mang cia ban?

C6 bao nhiéu dia chi broadcast cho mang dau tién nay?

*
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CAC DICH VU MANG

Céc dich vu mang c6 thé chay dong thoi hodc don 1é nhu cic ing dung, chung lam
nhiém vu kflng nghe (listen) cac két ndi va truc tiép diéu khién cac client hodc
chung ciing ¢ thé duoc goi boi cac tién trinh nén mang (network daemon) inetd

hoac xinetd.

1. Tién trinh nén inetd (cii)

Tién trinh nén nay s€ duogc thyuc hién tai thoi diém khoi dong hé théng va ¢6 nhiém
vu lang nghe (listen) cac két ndi tai cac cong (port) duoc xac dinh trude. Picu nay
cho phép may chu chi chay mét tién trinh nén mang nao d6 (network daemon) khi
can thiét.

Vi du, dich vu telnet c6 mdt tién trinh nén /usr/sbin/in.telnetd s& kiém soat cac
tién trinhd telnet. Dé lac nao cling chay tién trinh nén nay inetd duoc chi dinh léng
nghe cong 23. Chi dinh nay duoc thiét 13p trong /etc/inetd.conf.

b
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r--+»  login 513
telnet 23
fp 21
hiip 30
ssh 22
lete/services ports
Hi
nh 1: Tién trinh nén inetd
Céc truong cua /etc/inetd.conf chira cac thong tin sau:
service-name tén hop 1€ tir /etc/services
socket type stream ddi v&i TCcP va dgram dbivGi upe
protocol giao thirc hop 1€ tir /ete/protocols
flag nowait néu da tién trinh (multithreaded) va wait

néu don tién trinh (single-threaded)

user/group Chay chu:ong trinh nhu user hoac group

program tcpd thong thuong
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argument tén cua chuong trinh chay do61 véi dich vu nay

Vi du:

pop-3 stream tcp nowait root /usr/sbin/tcpd ipop3d

Chu y: File /etc/services duoc sir dung dé tao su tuong quan gitra tén dich vu va

s0 cong socket. Cac truong trong file services la:

service-name port/protocol [aliases]

2. Tién trinh nén xinetd

Day la phién ban méi nhat cia inetd. Tién trinh nén tepd khong con dugce st dung
nita, do do tit ca moi tht déu duogc thuc hién béi xinetd. Ciu hinh cua xinetd
duoc thuc hién qua mot file don /etc/xinetd.conf hodc béng cach soan thao cac
file riéng biét trong /etc/xinetd.d/ tuong ng véi cac dich vu s€ dugce kiém soat
boit xinetd. Ciing c6 thé chuyén doi tir file cau hinh inetd cii sang cac file cau
hinh cta xinetd hién thoi.

Cau truc cua file service trong xinet.d

Service-name {
socket type = stream déi voi TCP va dgram déi véi UDP
protocol = giao thuc phu hop tu letc/protocols
wait = <yes hodc no>
user= nguoi dung chay Ung dung
group= nhém cua ngudi dung chay UGng dung

server= tén cua chuong trinh chay cua dich vu nay

s
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3. TCP wrappers

Néu cac chuong trinh d3 dugc bién dich voi libwrap thi chung c6 thé duoc liét ké
trong /etc/host.allow va /etc/host.deny. Thu vién libwrap sé xac dinh nhiing file

nao tuong ing voi hosts nao.
binh dang mang dinh ddi voi /etc/hosts.{allow,deny}:

DAEMON : hosts [EXCEPT hosts ] [: spawn command]

Ban ciing c¢6 thé sir dung nhiing file nay dé ghi log cac dich vu khong xac thuc
(unauthorised services). Pay dugc xem nhu su canh bao sém cua hé thong. Sau

day 1a mdt s6 vi du:

Truy van thong tin vé may chu (host):

1. /etc/hosts.allow

in.telnetd: LOCAL, .my.domain

2. /etc/hosts.deny
in.telnetd: ALL : spawn (/ust/sbin/safe_finger —1 @%h | mail root) &

Chuyén t6i mot dich vu gia (bogus service)

3. /etc/hosts.allow

in.telnetd: ~ ALL : twist /dtk/Telnetd.pl

Vi du cubi cing nim trong bd cong cu meo (Deception Tool kit) va cé thé
download tai dia chi sau: http://all.net/dtk/download.html

b
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4. Thiét lap NFS

Thiét 14p phia may tram

D061 véi cac may tram Linux mudn gan (mount) cac file h¢ thong tir xa (remote file

system):
1. file hé théng nfs phai dugc hd tro bai nhan
2. tién trinh nén portmapper phai dang duoc chay.

Tién trinh nén portmapper dugc khai dong bai script /ete/re.d/init.d/portmap.
Tién ich mount s& gan file hé thong. Cac dau vao thong thuong trong /etc/fstab s&

la:
nfs-server:/shared/dir /mnt/nfs nfs defaults 0 O

Thiét 1ap phia mayv chi

Mot may chii NFS can phai chay portmap truéce khi khdi dong may chii nfs. May
chu nfs s€ dugc khoi dong hodc dung véi script /ete/re.d/init.d/nfs.

File cau hinh chinh 12 /etc/exports.

Vi du file /etc/exports:

/usr/local/docs *.local.org(rw, no root squash) *(ro)

Thu muc duoc xudt (export) tdi tat ca cac may chil (host) theo quyén chi doc
(read-only) va doc — ghi (read — write) t6i tat ca cac may chu (host) trong mién
Jlocal.org

Tham s6 Iwa chon mic dinh root_squash s& ngin ngira ngudi ding gdc (root user -
uid = 0) trén may khach truy cép vao ving chia xé trén may chil va c6 thé dugc

thay ddi boi tham s Iyra chon no_root_squash.

f L
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= File /etc/exports s€ tuong Ung v&i cac host nhu *.machine.com trong khi

/etc/hosts.allow/deny tuwong ing véi cac host nhu .machine.com

Néu file /etc/exports dd duogc thay doi thi tién ich exportfs s& duoc chay. Néu cac
thuc muc ton tai trong /etc/exports bi thay d6i thi nd co thé can thiét dé thio
(unmount) tat ca cac chia s& nfs trudc khi chung duoc gan lai (remount). Cac thu

muc riéng 1€ c6 thé dugc gan hodc thao (unmount) véi exportfs.

Xuét va dirng xuit (unexporting) tit ca thu muc trong /etc/exports:

=
exportfs -ua ; exportfs -a

5. SMB va NMB

Cac méay Linux c6 thé truy cap va cung cdp cac ngudn tai nguyén chia xé cua
Window (thu muc va may in). Giao thirc dugc dung dé lam viéc nay 1a MS
Windows Server Message Block SMB. Trong Linux cong cu Samba thuong duogc

st dung dé hd trg cho phan mém khach va chu.

Tw cira soO dong 1énh

Tién ich smbclient dugc st dung dé liét ké tit ca ngudn tai nguyén duoc chia xé.
Cac thu myc tu xa (remote directories) thong thuong duge gan voi smbmount, tuy

nhién ‘mount —t smbfs’ ciing c¢6 thé duoc sir dung.

Vi du:

b
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Gui mot thong bao pop up té1 mot may tinh win98desk

=
L smbclient -M win98desk

Gén mot thu muc chia sé cia may chu winserv

smbmount //winserver/shared

/mnt/winserver/shared

May chu Samba c6 thé dugc cdu hinh véi file /ete/smb.conf va dugc khoi dong

hoac dung v&i script /ete/re.d/init/d/smb. Chta y smb sé cling khdi dong cac dich
vu NBS. Khéi thong bao NetBIOS (NetBIOS Message Block) sau ddy sé& cho phép

gidi tén (name resolution) trong Windows.
Hinh 1: Nautilus Browsing SMB shares::

Eile Edit Yiew Go Bookmarks Help

@ . » . @

Back Forward Up Stop Reload Home

L4
o

Location: |smb:ﬂ192.168.2.102

_.Q—f View as lcons $|

Information + x

smb://192.168.2.102 :
folder :

| "public” selected

s
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Céc dau vao chinh trong /etc/smb.conf:

[globall]
workgroup = LINUXIT
os level = 2
kernel oplocks = No
security = user
encrypt passwords = Yes
guest account = nobody

map to guest = Bad User

[homes]
comment = Home Directories
read only = No
create mask = 0640
directory mask = 0750
browseable = No

[printers]

comment = All Printers
path = /var/tmp

create mask = 0600
printable = Yes

browseable = No

C4u hinh SWAT va Webmin GUI

Néu cai dat goi swat thi ban c6 thé quan trji may chii samba qua nén web GUI tai
cong 901.
Mot cong cu quan tri phd thong khac dugc sir dung 1a webmin. Cong cu nay cé

thé duoc tai vé tai dia chi www.webmin.com

CHUY

File cAu hinh /etc/samba/smb.conf 1a mot nguén tai liéu tbt. TAt ca cac tham sd
lwa chon duoc mé ta va co thé duge chuyén thanh cdu 1énh bang cach xoa dau

ghi chii “;”. C6 thé xem trong trang huéng dan smb.conf(5).

s
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6. Cac dich vu DNS

o B0 giai (Resolvers)

Khi mdt chuong trinh can gidi mgt tén host thi can st dung mét co ché goi la bo
giai (resolver). Bo giai dau tién sé tra ciru file /ete/nsswitch (trudc /etc/host.conf)
va xac dinh phuong thirc nao s& dugc str dung dé giai cac tén host (local file, name

server, NIS hay ldap server).

File /etc/host.conf (hoac /etc/nsswitch.conf):

Cac file nay duoc quét boi bo giai tén dé xac dinh xem dau 1a cac file, may chu
dns, co s¢ dir 1iéu 1dap hodc may chu nis s€ dugc tra cuu.
Vi du (/etc/nsswitch):

hosts: files dns nis

networks: files

Dong dau tién cho thay céc file (& day 1a /etc/hosts) s& duogc truy van dau tién va
sau d6 1a may chii DNS néu né bi 16i. Dong thir hai chi din s& sir dung file

/etc/networking cho thong tin vé mang.

File /etc/hosts

V&i mét s6 nhé céc may tinh dugc ndi mang thi co thé chuyén doi dia chi IP thanh

tén bang cach st dung file /etc/hosts. Cac truong co thé la:

1P machine machine.domain alias
Vi du: file /etc/hosts
192.168.1.233 io io.my.domain
61.20.187.42 callisto callisto.physics.edu

b
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File /etc/resolv.conf

Néu bo giai can sir dung mot may chu tén mién (DNS) thi né s& tra ciru danh sach
cac may chu hién co tai file /etc/resolv.conf

e Caiu tric c6 cip bic

Cac may chu tén (Name servers) déu c6 mot cau trac cip bac (hierachical
structure). Phu thudc vao vi tri trong tén mién dicu kién day du (fully qualified
domain name — FQDM) ma mot tén mién ¢6 thé duogc goi 1a muce top — level, mirc
thtr hai (second level) hodc mtrc thi ba (third level).

Vi du dbi véi cac tén mién cép 1 (top level)

com Céc to chirc thuong mai

edu Céc to chtre giao duc My

gov Céc t6 chirc chinh pha My

mil Céc t6 chirc quan su My

net Céc nha cung cap dich vu va cong truy cap
org Céc trang phi thuong mai

uk Céc trang thudc vé nuéc Anh

e Kiéu ciia May chit DNS

Céc tén mién c6 thé dugc chia nho hon thanh cac tén mién con (subdomain). Diéu
nay s& gidi han téng s6 thong tin can dé quan tri trong mot mién. Mdi ving (Zone)
s& c6 mot may chu tén mién chinh (thudng goi 13 primary DNS) va mot hodc
nhiéu may chu tén mién phu (thudng goi lai secondary). Viéc quan tri may cha
tén gdm c6 viéc cip nhat thong tin vé mot ving cu thé. May chu chinh thuong

duoc ra Iénh cho viéc xac thuec.

e File cAu hinh DNS

f L
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Trong phién ban BIND cii (trudéc phién ban BIND 8) file ciu hinh la
/etc/named.boot. V41 BIND phién ban 8, file /etc/named.conf dugc thay thé. Ban
c6 thé dir dung tién ich named-bootconf.pl dé chuyén doi tir file cau hinh cii sang

file cau hinh méi.

File /etc/named.boot:

directory /var/named
cache . named.ca
primary myco.org named.myco

primary 0.0.127.in-addr.arp named.local

primary 1.168.192.in-addr.arp named.rev

Dong dau tién dinh nghia thu muc co s¢ dugc str dung. File name.ca sé chtta danh
sach cac dia chi IP DNS cho viéc truy van cac dia chi mé rong. Dong tha ba la
tham sd Iwa chon va chtra cac ban ghi cho mang noi bo. Hai tham sO tiép theo

duoc st dung cho tim kiém nguoc lai (reverse lookup).

Trong /etc/named.conf

cache duogc thay thé boi hint
secondary dugc thay thé boi slave
primary dugc thay thé boi master.

Ap dung céc thay d6i nay dbi voi file cdu hinh BIND4 s sinh ra cac file cdu hinh
BINDS va BINDO nhu sau.

File /etc/named.conf:

options {

directory “/var/named”;
2
zone {

b
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type hint;

file “named.ca”;

3
zone “myco.org” {

type master;

file “named.myco”;
%

zone “1.168.192.in-addr.arp” {
type master;

file “named.rev”;

zone “0.0.127.in-addr.arpa” {
type master;

file “named.local’;

o File ving DNS

Trong vi du nay may chii duoc thiét 1ap nhu mot may chu chi biy (catching-only

server). Tat ca cac file viing (zone file) déu chita cac ban ghi tai nguyén.

Vi du file named.local zone file:

@ IN  SOA localhost. root.localhost. (
2001022700 ; Serial
28800 ; Refresh
14400 ; Retry
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3600000 ; Expire
86400 ) ; Minimum

IN NS localhost.

1 IN PTR

localhost.

Day 1a mét file ving rat don gian nhung n6 cung cap ddy du cac thong tin dé giup

ta hiéu duoc co ché co ban cia mot may chu tén.

Ky hiéu @ sé& giai (tham chiéu) t6i mot vang lién quan duoc khai bao trong

/etc/named.conf. Didu ndy cho phép bét ky file ving nao ciing c6 thé str dung nhu

la mot template cho cac vung khéc (xem bai tap).

Bang 1: Kiéu ban ghi thong thuong

NS Xéc dinh cac ving ciia may chil tén mién chinh

PTR Tham chiéu nguoc dia chi IP t6i tén may host

MX Ban ghi thu dién tir Mail Exchange

A Tuong tng mot dia chi I[P véi mot may host

CNAME Tuong trng mdt tén gan (alias) véi mot tén chinh cia may

host

Bang 2: Cac tham sb ving

@ IN SOA Start Of Authority. Xac dinh mot viung dugc cho phép badi
cac tham s6 lyra chon nam trong déu ngodc kép

serial Gia tri duoc ting bang tay khi dir liéu thay ddi. Cac may
chu phu (secondary servers) s& truy van sb hiéu (serial
number) ctia may chu chinh. Néu né thay doi, toan bo file
ving s& dugc tai vé (downloaded)

is
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refresh Thoi gian duge tinh bang gidy trudc khi may chu phy truy
van ban ghi SOA cua tén mién chinh (primary domain).

Gia tri cua n6 nho nhat 1a mét ngay.

retry Khoang thoi gian tinh bang gidy truéc khi mot ving méi

dugc chuyén (transfer) néu vi¢c download trude do 161.

expire Thot gian sau khi may chu phu loai bo tat ca dir li¢u vung
néu no lién h¢ vo1 may chu chinh. Gid thi ciia tham s6 nay

thong thudng it nhét 1a 1 tuan

minimum day la ttl ddi vai cac dit liéu di duge cached. Gia tri mic
dinh 1a 1 ngay (86400 gidy) nhung ciing c6 thé 1au hon dbi

v6i cac mang LAN 6n dinh

e Chu hinh Sendmail

Sendmail 13 dich vu chuyén mail (MTA) phé bién nhét trén internet. N6 st dung
giao thirc Simple Mail Transfer Protocol (SMTP) va chay nhu mot tién trinh nén

lang nghe cac két ndi tai cong 25.

Script Sendmail dugc dung dé dimg hodc chay tién trinh nén sendmail thong
thuong duoc dat tai thu muc /ete/re.d/init.d/. Cau hinh chinh cua file 1a
/etc/mail/sendmail.cf (hodc /etc/sendmail.cf) Tai day ban c6 thé xac dinh tén cua

may chu cling nhu tén cua cac host ma tir d6 va & do mail relay dugc cho phép.
File /etc/aliases chira hai truong sau day:

alias: user
Khi chuyén téi /etc/aliases, cau 1énh newaliases phai dugc chay dé rebuild co s&

dir 11éu /etc/aliases.db.

Khi thu dugc may chu chép nhan, né s€ dugc moc vao mot file don voi tén do
nguoi dung dat. Cac file nay duoc luu trir tai /var/spool/mail. Phy thudc vao Mail
User Agent dugc sir dung, ngudi dung c6 thé luu trir cac thong diép (message)
trong thu muc gdc cia minh hodc c¢6 thé download chiing vé mot may khéc.
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Néu may chu dang chuyén tiép (relaying), hoic néu mang chdm va nhiéu message
dang duoc chuyén, thu s& duoc luu trit trong hang doi thu /var/spool/mqueue.
Ban c6 thé truy van voi tién ich mailq hodc sendmail —bp. Quan tri mang c6 thé

flush hang doi ciia may chu véi cau 1énh sendmail —q.

Cudi cung, dé dang ky mot tén mién nhu mot dia chi email hop 16, mot ban ghi
MX céan dugc thém vao trong co sd dit liéu DNS.

Vi du néu mail.company.com la mdt may chu mail, d¢ n6é chap nhan mail nhu

joe@company.com thi ban s€ phai cAu hinh nhu sau
1. Thém company.com vao /etc/mail/local-host-names

2. company.com MX 10 mail.company.com trong mot file ving DNS

8. May chu Apaches

e File cAu hinh

File /etc/httpd/conf/httpd.conf chia tit ca cac tham s thiét 1ap cau hinh

Cac phién ban trudc cua apache c6 thém hai file ngoai, mot 1a access.conf trong
do6 s€ gioi han cac thu muc da dugce khai bao va mdt file khac 1a srm.conf xac dinh

thu muc gbc (rodt) ctia may chu.

Cac cau hinh can chu v:

ServerType standalone/inetd
ServerRoot “/etc/httpd”
DocumentRoot “/var/www/html”

<Directory “/var/www/cgi-bin”>
AllowOverride None
Options ExecCGI
Order allow,deny
Allow from all
</Directory>

<VirtualHost 122.234.32.12>
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DocumentRoot “/www/docs/serverl”
ServerName virtual.mydomain.org
</VirtualHost>

e Chay Apache

Pé chay va dung may chu, dau tién ban c6 thé si dung script
/ete/re.d/init.d/httpd. Trén mdt may chu ban (busy server) thi nén st dung
apachectl dac biét véi lya chon graceful s€ khoi dong lai may chu chi khi cac két

ndi hién tai di duge thoa thuan.

Cac file nhat ky chinh duoc luu trong /var/leg/httpd/. Cac file nay c6 thé rat hiru
ich trong cac 1y do an ninh. Thong thudng chung ta kiém tra file error logva

access_ loag.
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9. Thuwce hanh

Cai dat mot may chi DNS chinh

Nhu 1a mot bai tap, ching ta sé cai dat goi BIN9 rpm bind9-9.1.3-252.i386.rpm

va cau hinh mdt domain ¢6 tén la gogo.com.

1. Tién hanh 1an lugt cac bude sau trong /etc/named.conf:

Copy/Paste cac doan sau va stra lai nhu sau

zone "localhost” in { becomes
type master;
file "localhost zone™;

t

zone "0.0.127 in-addr_arpa” in { becomes
type master;
file "127.0.0_zone";

h

2. Trong /var/named:

cp 127.0.0.zone 192.168.2.zone

cp local.zone gogo.zone

Zone "gogo.com” in {
type master;
file "gogo.zone";

zone "2.168.192.in-addr_arpa” in {
type master;
file "192.168.2 zone™;

3. Thay dbi cac trudng twong ung trong file ving méi (zone file). Thém mot host

co tén la harissa.

4. Thém dong “nameserver 127.0.0.1” vao /etc/resolv.conf.

5. St dung host dé giai harissa.gogo.com

Quan tri Apache

Céc cau hinh co ban trong file /etc/httpd/conf/httpd.conf

1. Thay d6i Port tir 80 thanh 8080.

s
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2. Kiém tra rang apache tra 1oi v6i cau 1énh telnet localhost 8080. Ban s& nhan
duoc:

Trying 127.0.0.1...

Connected to localhost.linuxit.org.

Escape character is '*]'.

Tiép theo gd ‘GET /> dé download file index .

3. Thiét lap “StartServer” thanh 15. Khoi dong lai httpd va kiém tra rang 15 tién
trunh s& dugc chay (thay vi 8 tién trinh nhu mic dinh)

IP based virtual server

Card mang ethernet cua ban phai dinh danh t61 mt dia chi I[P méi (goi 1a new-IP)
ifconfig eth0:0 new-IP

Thém cac doan sau day vao /etc/httpd/conf/httpd.conf:
<VirtualHost new-IP>

DocumentRoot /var/www/html/virtual

ServerName wwwl

</VirtualHost>

Cai dat mt thu muc chia xé SMB (shared SMB directory)

Trong hau hét cic truong hop ban s& khong can thém ngudi ding smb (smbusers)
vao hé thong. Pon gian chi can soan thao file smb.conf va thém nhu sau:

[public]
comment = Example Shared Directory
path = /home/samba
guest ok = yes

writeable = yes
Cai dat mot may in chia sé:

[globall]
-—- snip ---
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printcap name = /etc/printcap

load printers = yes

[printers]
comment = All Printers
path = /var/spool/samba

browseable = no

# Set public = yes to allow user

guest ok = yes
writable = no

printable = yes

ise)
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1. Moi truwong bash
Bién
Khi ban g6 cau Iénh tai d4u nhic cua chuong trinh bash shell thi né s€ st dung

bién PATH dé tim xem bang thuc hién (executable) nao trong hé thong ma ban

can chay. Ban c6 thé kiém tra gid tri cta bién path bang cach sir dung 1énh echo:

echo S$PATH

/usr/bin:/bin:/usr/sbin:/usr/X11R6/bin:/usr/local/bin:/sbin/:/usr/local/
sbin/

Thuc té, co rat nhicu bién can thiét dbi voi shell dé cung cap doi véi mdi mobi
truong nguoi dung. Vi du cac bién PWD, HOME, TERM va DISPLAY.

Cu phap dé khoi tao va khai bao mot bién nhu sau:
VARIABLE=VALUE

Chu y rang khong dugc dat bat ky dau cach nao xung quanh dau ‘=". Khi mot bién
duge khai bdo va khéi tao, no s& c6 thé duoc tham chiéu béng cach st dung ky tu

dolla dang trudc nhu vi du sau day:

echo $VARIABLE

Khi moét phién shell dugc bat dau, mot s6 cac tep cAu hinh duoc doc va hau hét cac

bién duoc thiét 1ap.

b
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Dé giai phong mot bién khoi gia tri hién thoi, st dung unset.

Cic file cAu hinh

Pau tién c6 thé phan biét cac file cau hinh xem file nao s€ dugoc doc d61 vo1 moi

phién bash mai.

File cdu hinh Login:

Céc file duoc doc khi login 1a /ete/profile va ~/.bash_profile (bash s& tim mot sd
file khac nhu ~/.profile).

Tiép theo bash s& doc céc file didu khién thoi gian ciia né ~/.bashre va (néu ton
tai) /etc/bashre.

Cac File bashrc:

Cac file nay dugc doc mdi lan khi mot phién shell duoc khai chay (vi du mot

xterm mai). Cac file nay 1a /ete/bashre va ~/.bashre.
Céc dinh danh (alias) va cac function co thé duoc ghi trong ~/.bashre

Cu phap Function:

function-name ()

{

command1;
command?,;

}

Ban c6 thé kiém tra xem nhirng file nao s€ duoc doc br:?mg cach thém mdt dong

echo Profile trong /etc/profile, kiéu:

bash Khong profile nao dugc doc, ban khong théy gi hét
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bash -login S& bat bash dong vai tro nhu mot login bash, tir

Profile s&duoc hién thi.

Céc cau 1énh sau day s€ diéu khién céch thirc ma bash bat dau:
bash -norc

bash -noprofile

Chii y bat ky phién bash méi ndo ciing sé ké thira cac bién ciia cha da dugc khai

bao trong /etc/profile va ~/.bash_profile.

2. Cdc yéu to cin thiét Scripting

File script
Script shell 13 mot danh sach cac chi dan dugc luu trit trong mot tép phang (flat

file). Chi c6 hai chi din sau 1a can thiét.

1. Dong dau tién cua script phai 1a #!/bin/bash (d6i véi script bash)

2. File phai c¢6 c6 thé doc va chay duoc (vi du ddi voi quyén 755)

Néu cac dong nay khong hién hiru thi ciing c6 thé chay chuong trinh script bang

cacg go:
bash program-name

Trao bién vio script (Passing variables to the script)
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Céc bién duoc tao tai cac dong Iénh dugc tham chiéu bén trong script nhu $1 doi

v&i doi sO dau tién, $2 cho doi so thur hai, vv ...

Vi du script, mycat:

#!/bin/bash

cat $1

Script nay doi hoi mot dbi sb 1a mot file va s& hién thi noi dung cua file béng cach
sir dung cat. Dé chay script ndy trong file lilo.conf, ban s& chay:

./mycat /etc/lilo.conf

Mot cach khac dé chuyén cac bién vao script 1a dat ddu nhac script dé cho ngudi
dung nhap dau vao. Cach nay c6 thé thyc hién bang cach st dung cau 1énh read.
Tén mic dinh cta bién dugc doc 1a REPLY. Sau day 1a mot script da dugc thay
doi:

Chuyén bién tuong téc:

#!/bin/bash
echo -n "Which file shall I display ?"

read

cat SREPLY

hoac

read -p “File to display: “ FILENAME

cat SFILENAME

Cic bién dic biét

Céc bién dic biét chi co thé dugc tham chiéu va duogc ty dong thiét 1ap boi bash.

Sau day 1a mot s6 bién dic biét thong dung nhat:

b
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$* Liét ké tat cac cac bién duoc nhap tai dong 1énh
S# S6 lugng cac dbi s6 doc nhap tai dong 1énh

$0 Tén cua script

$! PID cuia ciu Iénh nén gan nhat

$$ PID cua shell hién tai

$? M3 thoét ciia dong 1énh cudi cliing

Déi voi cac tham s vi tri $1, $2 vv ... phép toan dich chuyén shift s& dit lai tén

moi tham s6 mot cach tuan hoan theo cach sau.

$2 s& thanh $1
$3 sé thanh $2 ... vv

Co6 thé tong quat lai nhu sau $(n+1) > $n

3. Cac woc luogng logic

Céc biéut thuc logic dugc udc lugng véi cau Iénh test hoac dau []. Trong ca hai

truong hop nay, két qua déu dugc luu trit trong bién $2 nhur:

if biéu thirc true then $2140

if biéu thuc false then $? Khong 13 0

Sau ddy 1a mot s6 vi du minh hoa:
st dung test St dung [] gidi nghia
Test —f /bin/bash [ -f /bin/bash ] test néu /bin/bash |a mot file
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test -x /etc/passwd [ -x /bin/passwd ] test néu /etc/passwd 1a mét tép thi hanh

Ciing c6 thé udc lugng nhiéu hon mot bidu thirc tai ciing mot thoi diém bang cach
st dung cac phép todn logic || (OR) va && (AND) trong mdt dong 1€nh. Vi du

ching ta c6 thé test néu /bin/bash 1a mot tép thuc thi va ton tai trong /etc/inittab:

test -x /bin/bash && test /etc/inittab

[ -e /bin/kbash ] || [ -f /etc/passwd ]
Ciing twrong ty nhu vay khi sir dung co -0 and -a trong phép toan test
test -x /bin/bash -a -f /etc/inittab

[ -e /bin/kbash -o -f /etc/passwd ]

4. Vong lap

if then loop

Cu phap: if CONDITION ; then
command1
command?2

fi
#!/bin/bash

if [ -x /bin/bash ] ; then

echo “The file /bin/bash is executable”
fi

b
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if then else

Cu phap: if CONDITION ; then
command1
command2

else
command3
fi

vong lap while

Cu phap: while CONDITION is true; do

command
done

Vi du: Aligne 10 hashes (#) then exit

#!/bin/bash
COUNTER=0
while [ $COUNTER -1t 100 ]; do
echo -n "#"
sleep 1
let COUNTER=COUNTER+1

done
Vong lap Until

Cu phap: until CONDITION is false; do

command
done

Vi du: Gidng nhu trén, kiéu C ting dbi véi mdi COUNTER
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#!/bin/bash

COUNTER=20

until [ $COUNTER -1t 10 ]; do
echo -n "#"
sleep 1
let COUNTER-=1

done
Vong lap for

Cu phap for VARIABLE in SET; do

command
done

Vi du: tap 'SET' ¢6 thé 1a cac dong clia mot file

#!/bin/bash
for line in ‘cat /etc/lilo.conf'; do

IMAGE=S$ (echo $line | grep image)

if [ “SIMAGE” != “” ]; then

echo Kernel configured to boot: $line
fi

done

5. Pau vao do nguwoi dung nhap

Gia sir rang script doi ngudi ding nhap gia tri dau vao, phu thudc vao két qua tra
lo1, phﬁn con lai ctia chuong trinh s€ thuc hién mot s6 viéc mét cach phu hop. Co

hai cach dé thuc hién di€u nay la: select va case.

Sur dung case

Cu phap: case $VARIABLE in
CHOICE command ;;
CHOICE command ;;
esac

s
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Sur dung select
Cu phap: select VARIABLE in SET; do
if [ $VARIABLE = CHOICE |; then

command
fi
if [ SVARIABLE = CHOICE |; then
command
fi
done

6. Lam viéc voi so

Trong khi cac xur 1y cac chudi ky ty mot cach lién mach, mot c6 gang nhé khac la

thyc hién mdt s6 phép toan so hoc hét strc co ban.

Cadc phép toan nhi phin

Cong hodc nhan cac s6 ¢o thé duge thuc hién b%mg cac s dung ca biéu thuc expr
hoic cau trac $(( ))s.

Vi du:

expr 7 + 3; expr 2 \* 10; expr 40 / 4; expr 30 - 11
S((7+3)); $((2*10)); $((40/4)); $((30-11))

Cac gid tri so sanh
Cdc phép todn kiém tra:
Sé Xau

-t <
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So Xau
-gt >
-le <=
-ge >=
-eq =
-ne 1=
is
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7. Thuwce hanh

1. Trén dong 1énh xuat bién TEST
export TEST=old

2. Viét mot script
#!/bin/bash

echo old variable: S$TEST
export S$TEST=new

echo exported variable: $TEST

3. Gid tri ctia STEST la gi khi script dugc chay?

4. Trong script sau goi test_shell s€ in PID cua shell

test_shell

#!/bin/bash

if [ -n $(echo $0 |grep test) ]; then
echo The PID of the interpreter is: $$

else

echo The PID of the interpreter is: $%

fi

5) Thiét 1ap quyén 755 va kiém tra cac cau 1énh sau

test shell

s
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./test_shell
bash test shell
test shell

source test shell

exec ./test shell

s
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1. Bao mdt dia phuwong

The BIOS

Néu mot nguoi nao déy tim cach truy nhép céc dia da dugc bdo mat hoac mot dia
linux bang cach khoi dong tir dia mém hodc CD ROM thi sé rat dé dang c6 thé doc
va truy cap t6i bay ky file ndo cta hé thong. Dé tranh duoc diéu nay BIOS s& duogc
thiét 1ap dé thiét 1ap chi cho phép khoi dong tir dia cing. Khi diéu nay duoc thuc
hién thanh cong n6 s€ thiét 1ap mdt mat khéu trong BIOS.

LILO

LILO c6 thé dua ra cac tham sd lwa chon khi khoi dong. Thong thudng mot s hé
diéu hanh Linux s& khong hoi mat khau khi khoi dong hé théng trong ché do

single user hodc muc thyc thi runlevel 1.

C6 hai tham s6 lua chon s& duoc thém vao trong /etc/lilo.conf:
Tham s restricted s& nhic nguoi dung nhap mat khau

Tham sd password=""", thiét lap xau mat khau

Cém c6 nghia 1a LILO khong thé dua ra bat ky tham bién nao khi "password"
khong xac dinh trong lilo.conf.

Boot=/dev/had
install=/boot/boot.b
Prompt

timeout=50
Password="password"
restricted
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Quyén truy cap file

Dé bao vé khoi nhitng tin cong pha huy file. Dé xuét thuc hién cac budc sau.

1) Tao cac coéng cu hé théng khong thé thay doi duoc, hoic cac file nhat ky chi

thém vao cubi (append-only):

chattr +i /bin/login
chattr +i /bin/ps

chattr +a /var/log/messages

2) Tao thu muc /tmp va /home nosuid hoac noexec:

Lines to be changed in /etc/fstab
/tmp /tmp ext2  nosuid 12

/home /home ext2 noexec 12

3) Tim tat ca file trong hé thdng khong thudc vé mot ngudi diung hodc nhom nguoi

dung nao do:
find / -nouser —o0 —nogroup

find / -perm +4000

File nhat ky (Log file)
Cac file log chinh la

/var/log/messages : chira cic thong tin ddng nhap boi chuwong trinh nén syslogd

/var/log/secure. : chtra thong tin nhiing 1an dang nhap khong thanh cong, thong tin

vé thém nguoi su dung, vv

b

=€) Copyright © ISE, 2006 107



Tai liéu dao tao Linux trung cap

BAO MAT

Cong cu last s& liét ké tit ca nhitng 1an ding nhap va khai dong hé thong thanh

cong. Cac thong tin dugce doc tu file /var/log/wtmp.

Cong cu who va w liét ké tat ca ngudi dung hién tai dang dang nhap vao hé thong

bang cacg sir dung file /var/run/utmp.

Gidi han nguoi dung

Khi file /ete/nologin ton tai (co thé rong) thi né s& bao vé tat ca nguoi dung tir khi
dang nhap vao hé théng (ngoai trir nguoi dung root). Néu file nologin chira mot

thong bao thi n6 s€ duoc hién thi sau khi viéc xac thuc nguoi dung thanh cong.

Thu muc /etc/security/ s€ 1a mdt tap cac file ma cho phép nguoi quan tri gidi han

thoi gian CPU nguoi dung, d6 16n téi da file, sb luong két ndi i da, vv

/ete/security/access.conf : khong cho phép dang nhap d6i voi cac nhom va ngudi

dung tir mét vi tri xac dinh.

/etc/security/limits.conf

Pinh dang cua file nay la

<domain> <type> <item> <value>

domaintén nguwoi dung, tén nhém (véi @group)

type ctrng hodc mém (hard or soft)
item core - gi¢i han kich thwéc 16i cua file (KB)
data - kich thuéc div liéu t6i da (KB)
fsize - kich thwérc tdi da cia file (KB)
memlock - khéng gian dia chi khoa bd nhé (locked-in-memory) t6i da (KB)
nofile - s6 lwong tbi da file dwoc mé
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cou - th&i gian CPU I&n nhét (MIN)
proc - s6 lwong tbi da cac tién trinh
as - gi¢i han khéng gian dia chi
maxlogins - s6 lwong tdi da cac dang nhap ddng théi clia ngudi dung nay
priority - - d6 wu tién dé chay tién trinh ngudi dung
locks - s6 lwong tbi da khoa file ma ngudi dung cé thé

2. An ninh mang

Bao mat mang co thé duoc chia ra thanh hai muc chinh nhu sau:

Bdo mat theo may chi (Host Based Security)

Quyén truy cip vao cac ngudn tai nguyén c6 thé duoc cho phép dira vao yéu cau
dich vu ctia Host. Piéu ndy duoc thuc hién boi tcp wrappers. Thu vién libwrap
cling dong vai trd nhu tcp_wrappers cung cap danh sach truy cap kiém soat host
d6i voi cac dich vu mang khac nhau. Mot s6 dich vu nhu xinetd, sshd, va
portmap, dugc bién dich dya vao thu vién libwrap do do co kich hoat tep wrapper

ho trg cho cac dich vu nay.

Khi mot client két ndi téi mot dich vu v6i hd trg tep_wrapper, file /ete/hosts.allow
va /etc/hosts.deny duoc phan tich (parse) dé kich thich yéu cau dich vu host. Dua

vao két qua ma dich vu c6 thé dugc cho phép hoic khong.

File hosts_access c6 2 hoic 3 (lya chon) ddu hai chdm ngin cach cic truong.
Truong dau tién 1a tén cua tién trinh, tiép theo 1a tén host hodc domain bj han ché
hoan toan voi mot “ddu chdm dau” ("leading dot"), dia chi IP hodc subnet véi ddu
cham sau. C4c tir dai dién nhu ALL va EXCEPT ciing dugc chap nhan.
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Cu phap cua file /etc/hosts. fallow | deny} nhu sau:

service : hosts [EXCEPT] hosts
Vidu:
/etc/hosts.deny
ALL: ALL EXCEPT .example.com
/etc/hosts.allow
ALL: LOCAL 192.168.0.
in.ftpd: ALL
sshd: .example.com

Tcp wrappers co thé chay mot Iénh cuc by dua vao host tuong ting vo1 cac file

host access.

Cong viée dugc hoan thanh véi 1énh spawn. Bang cach sir dung ky tu %, viéc thay

thé co thé dugc str dung do1 véi tén cua host va tén dich vu.

Vi du:

/etc/hosts.deny
ALL: ALL : spawn (/bin/echo "date’ from %c for %d >> /var/log/tcpwrap.log)

Dé biét thém cac thong tin vé ky tu thay thé %, xem trang tro gitp host_access (5)

bang 1énh man.
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Bio mit theo cong (Port Based Security)

V61 chtrc ndng loc goi tin trong nhan cua Linux, c6 thé gidi han truy cap td1 ngudn
tai nguyén bang céch tao ra tap ludt voi céc tién ich nhu ipchains va iptables, s€
cho phép xac dinh mot goi tin khi di qua hodc giao dién mang ctia n6 va cling chi

ra diéu gi s€ dién ra do6i vdi goi tin nay.
C¢ ba chuoi trong ipchains va iptables, do 1a

input, forward va output cho ipchains

INPUT, FORWARD, va OUTPUT cho iptables.

Vi du, khi st dung ipchains tit ca goi tin di vao mot giao dién mang sé di qua
chudi input. T4t ca cac goi tin khong cé dich 13 host nay s& dia qua chudi

forward.

Tat ca cac goi tin dugc sinh ra bdi host va cac goi tin chuyén tiép s€ di qua chuodi

output.

Luét ipchains va iptables co thé xac dinh cac thong tin nhu ngudn source (s), dich

(d), giao thtc (p), va cong.

Vi du: Tat ca cac goi tin tir dia chi 192.168.0.254 s& bi cam

ipchains -A input -s 192.168.0.254 -j DENY

Cac luat Ipchains va iptables c6 thé duoc thuc thi theo cac thong $6 lva chon sau
-A  Thém vao cudi (Append)
-D  Xoa (Delete)
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-P Thay ddi chinh sach mic dinh ddi véi mot chudi (chain)
-1 Chen (Insert)

-F In cac luat ra mot chudi (Flush the rules(s) in a chain)
N Tao mot chudi duoc ngudi dung dinh nghia

-X  Xo4a chudi do nguoi dung dinh nghia

-L  Liétkeé

Vi du: Chinh sach mic dinh di véi mot iptable c6 thé bi thay doi tir ACCEPT
thanh DENY nhu sau:

iptables -P INPUT REJECT

iptables -P FORWARD REJECT
iptables -P OUTPUT REJECT

Trong du an phat trién nhan Linux 2.4 va du an Netfilter cling str dung ti¢én ich
bang iptables dé quan 1y cac luat firewall. Diém khac biét 1on nhét giira iptable va
ipchain 13 iptables hd tro cho viéc danh gia cac géi tin dua trén trang thai cla

chung duya theo cac goi tin khac da dugc truyén qua nhén.

Duéi day 1a mét vi du minh hoa tuong Itra theo trang thai goi tin dugc thuc hién.

N6 1a mot doan script shell gom mat ) dong 1€nh.

Vi du:

Mot doan script co ban phu hop voi nguoi dung gia dinh (home user) hodc khong
c6 nhu cdu két noi internet nhung van sir dung gateway cho mang LAN va cho
phép cdc két néi tir mang LAN t6i tat cdc dich vu. Chii y: Dong béi dam dudi day
chi cho phép két noi tai cong 80
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#/bin/sh

# Variables
IPTABLES="/sbin/iptables"
LAN_IFACE="eth0"
INET_IFACE="eth1"
INET_IP="1.2.3.4"
LOCALHOST_IP="127.0.0.1/32"
LAN_IP="192.168.0.1/32"
LAN_BCAST="192.168.0.0/24"

# Setup IP Masquerading

echo "1" > /proc/sys/net/ipv4/ip_forward

$IPTABLES -t nat -A POSTROUTING -o $INET_IFACE -] MASQUERADE

# Specify the default policy for the built in chains
$IPTABLES -P INPUT DROP

$IPTABLES -P FORWARD DROP

$IPTABLES -P OUTPUT DROP

# Specify INPUT Rules
$IPTABLES -A INPUT -i I$SINET_IFACE -j ACCEPT

$IPTABLES -A INPUT -p TCP -i $INET_IFACE -m state --state NEW --dport http -j
ACCEPT

$IPTABLES -A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

# Specify FORWARD Rules
$IPTABLES -A FORWARD -i $LAN_IFACE -j ACCEPT
$IPTABLES -A FORWARD -m state --state ESTABLISHED,RELATED -j ACCEPT
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# Specify OUTPUT RULES
$IPTABLES -A OUTPUT -p ALL -s $LOCALHOST _IP -j ACCEPT
$IPTABLES -A OUTPUT -p ALL -s $LAN_IP -j ACCEPT

3. Shell an toan

e Xac thuc Host

Vi ssh thi cd host va ngudi dung dugc xac thuc. Xac thyc host dugc hoan thanh
bang cach st dung cac khoa dao (swapping key). Khoa cong khai va khoa riéng
cua host thong thuong duoc luu trit trong /ete/ssh néu ban sir dung OpenSSH. Phu
thudc vao giao thirc duoc str dung ma file khoa host s& dugc goi ssh_host_key d6i
v6i Giao thirc 1 va ssh_host rsa_key hodc ssh_host dsa_key d6i voi giao thirc 2.
Moi khoa nay c6 mot khoa cong cong twong ung, vi du ssh_host_key.pub.

Khi mét ssh client két ndi t6i mot server thi server s& cung cAp mot khoa host cong
khai. Poan vi du duéi ddy nguoi dung s& duoc thong bao mot sé thong sé nhu sau:
The authenticity of host 'neptune (10.0.0.8)' can't be established.

RSA key fingerprint is 8f:29:c2:b8:b5:b2:e3:e7:ec:89:80:b3:db:42:07:f4.

Are you sure you want to continue connecting (yes/no)?

Néu ban dong v tiép tuc két ndi thi khdo cong khai cua server s& dugc thém vao
trong file SHOME/.ssh/known_hosts.

e Xac thuc nguoi dung (sir dung password)

Tiép theo nguoi dung sé& dwgc hé théng nhic nhidp mat khau twong Gng voi

account cua minh dé dang nhap vao server tu xa.
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e Xac thuc nguoi dung (sir dung khod)

Xéc thyc ngudi ding ciing ¢6 thé doi hoi cac khoa dao (swapping key). Dé thuc
hién diéu nay ngudi ding s& can phai sinh ra mot cip khoa riéng / cong khai.

Vi du:

ssh-keygen -t dsa -b 1024

s€ sinh mdt lhjoa DSA 1024 bit. Mac dinh cac khod nay s€ dugc ghi trong
$HOME/.ssh va trong vi du nay duoc goi la id_dsa va id_dsa.pub.

Gia st rang ching ta c6 mot id_dsa.pub ta co thé ‘thanh 1ap” khoa ndy v6i mot tai
khoan tir xa va tranh duoc viéc phai nhap mat khau ddi v6i cac két ndi sau nay. Dé
thue hién dugc viée nay, ta can phai copy ndi dung cia file id_dsa.pub vao mot
file ¢6 tén la authorized keys2 dugc luu trir trong thu muc tir xa SHOME/.ssh.

CHUY

Tat ca khod cong khai trong /etc/ssh and ~/.ssh s& c6 quyén 13 600

e File ciu hinh sshd
Vi du file /etc/ssh/sshd config:

#Port 22
#Protocol 2,1
#ListenAddress 0.0.0.0

#ListenAddress ::

# HostKey for protocol version 1
#HostKey /etc/ssh/ssh _host key

# HostKeys for protocol version 2
#HostKey /etc/ssh/ssh host rsa key

#HostKey /etc/ssh/ssh _host dsa_key
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e File c4u hinh ssh configuration

File vi du /etc/ssh/ssh_config or SHOME/.ssh/config:

# Host *

# ForwardX1ll no

# RhostsAuthentication no

# RhostsRSAAuthentication no
# RSAAuthentication yes

# PasswordAuthentication yes
# HostbasedAuthentication no
# CheckHostIP yes

# IdentityFile ~/.ssh/identity
# IdentityFile ~/.ssh/id_rsa
# IdentityFile ~/.ssh/id dsa
# Port 22

# Protocol 2,1

# Cipher 3des

4. Ciu hinh thoi gian
Ngay hé théng
Ngay hé théng c6 thé thay d6i v6i cau 1énh date. Ch phap 1a:

date MMDDhhmmCCYY[.ss]

Pong hd phan cirng (Harware Clock)

DPong hd phan cing co6 thé duoc thay doi truc tiép véi tién ich hwelock. Cac tham

sO lva chon chinh la:

-r hodc —show hién thi thoi gian hién tai

s
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-w hodc —systohc  thiét 1ap dong hd phan cimg thanh thoi gian hé thong hién tai

-s hodic —hctosys  thiét 1ap thoi gian hé théng véi thoi gian cua dong hd phan

cung hién tai

Str dung NTP

Toa d6 thoi gian toan cau Coordinated Universal Time (UTC) 13 mét tiéu chuan
duoc sir dung dé giit thoi gian chuan dya vao sy quay tron cua trai dat xung quanh
tryc cia minh. Tuy nhién do c6 sy sai s6 nho bt qui tic khi chuyén dong quay
tron nén quang nhay cta gidy can duoc thém vao thang do UTC bang cach su

dung cac dong hd nguyén ti.

Do may tinh khong dugc trang bi cac dong hd nguyén tir, y tuong sir dung mot
giao thic dé dong bo cac dong hd may tinh qua internet. NTP - Network Time
Protocol 1a mét giao thue nhu vay.

Céac may tinh duoc cip nhat mot cach truc tiép bai dong hd nguyén tir duge goi 1a
thot gian chinh (primary time) va dugc sur dung dé cap nhat mot ) luong 16n may
cha thoi gian phu khac. Piéu ndy tao nén mot cdu trac cdy giéng voi cau tric
DNS. May chu gbc (root server) & mirc (ting) dau tién, may chi thir yéu s& ¢ mirc

thr hai va twong tu nhu vy v6i cac mirc thap hon.

Cdu hinh mét client truy van mét may chit NTP:

Mot tién trinh nén goi 1a ntpd duogc sir dung dé truy van t6i mot may chu thoi gian
tir xa. Tham sb can thiét 1a server trong tép /etc/ntp.conf trd dén mot may chu
NTP cong cong hoidc lién két. Cac may chu nay co thé tim thiy truc tuyén trén
mang.

Giao thdc NTP ciing ¢ thé uéc luong cac 18i vé tan sd cua ddng hd phan ctng qua
mot chudi cac truy van, udc luong nay dugc ghi vao mot fuke dugc tham chiéu
voi the driftfile.
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Mininal /etc/ntp.conf file
server ntp2.somewhere.com
driftfile /var/lib/ntp/drift

Khi ntpd duoc bat dau no s& tu tré thanh mot may chu NTP cung cép cac dich vu

tai cong 123 bang céach sir dung UDP.

One off queries:

Goi ntp ciing hd tro cong cu ntpdate dugc sir dung dé thiét 1ap thoi gian qua mot

dong 1énh:

ntpdate ntp2.somewhere.com

5. Bdo mdt nhain

C6 mot sd lya chon trong nhan Linux. Bao gém co ché déng bd cookie
syn_cookie. Tran ngin xép bd nhd (Stack overflow) duoc kiém soat boi mot

miéng va bao mat goi 1a tudng md (openwall) hoic OWL.

® tcp_syncookies

Dé kich hoat lua chon nay ban chi can thuc hién nhu sau:

[root@nasaspc /procj#echo "1" > /proc/sys/net/ipv4/tcp_syncookies

Dong Iénh nay s€ chi thi cho nhan gui mt cookie téi client trong tin hi¢u tra 101
SYN+ACK cuia n6. Trong ché d6 nay, may chii s& dong socket va doi tin hiéu

ACK cua client vo1 mdt cookie tuong Ung.
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Néu file tcp_syncookies khong ton tai trong thu muc /proc thi ban can phai dich lai
nhén véi lya chon hd trg syncookies.

;o

Chu y: Mac dinh, tham chi néu syncookies dd dugc hd tro béi nhan thi ban can
phai kich hoat hd trg bang cach thém "1" vao /proc/sys/net/ipv4/tcp_syncookies.
Piéu nay thuong duoc thuc hién trong /ete/re.d/re.ocal. Tuy nhién c6 mot giai
phap khac hiéu qua hon 1a thém mot dau vao (entry) véo /ete/sysctl.conf

e Miéng va bio mat owl (phan nay khong phai 1a di twong trinh bay cia tai
li€u nay)
Miéng véa nay quan tam dén hau hét cic van d¢ lién quan dén ngan xép bo nhd va

n6 khong ndm trong pham vi ciia khoa hoc nay.

Dja chi miéng véa owl va nhan Linux:

http://www.openwall.com

http://www.kernel.org/pub/linux/kernel/v2.2/

Miéng va nay chi hd trg cho nhan 2.2-19 hoic phién ban tiép theo.

Sau khi download linux-2.2.19.tar.gz va linux-2.2.19-owl.tar.gz vao thu muc

/usr/src/, chac chan 14 ban d4 xo4 linux symbolic link.

[root@nasaspc srcl#pwd
lusr/src/
[root@nasaspc srcl#rm -rf linux

Giai nén céc goi.
[root@nasaspc srcl#tar xvzf linux-2.2.19.tar.gz
[root@nasaspc srcl#tar xvzf linux-2.2.19-owl.tar.gz
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Pé kiém tra hé théng, chuyén td1 thu muc linux-2.2-19-owl. C6 mot thu muc duoc

goi la lya chon chtra file c6 tén 1a stacktest.c.

[root@nasaspc optionall#pwd
{usr/src/linux-2.2.19-ow1/optional

[root@nasaspc optionall#gcc stacktest.c -o stacktest

Néu ban chay stacktest thi s€ thu dugc danh sach cac lya chon. Chay mo6 phong

tran b nho.

Mot tan cong tran bo nho dém thanh cong:

[root@nasaspc optional]#stacktest
Usage: ./stacktest OPTION
Non-executable user stack area tests

-t call a GCC trampoline
-e simulate a buffer overflow exploit
-b  simulate an exploit after a trampoline call

[root@nasaspc optionalJ#stacktest -e
Attempting to simulate a buffer overflow exploit...
Succeeded.

Dé ap dung miéng va ban can phai di chuyén téi thu myc linux. Sau day 1a cac cau
Iénh.

Sit dung miéng vd openwall:

[root@nasaspc linuxJ#pwd
usr/src/linux

[root@nasaspc linux]#patch -p1 < /usr/src/linux-2.2-19-owl/linux-2.2.19-ow1.diff
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Bay gio néu ban thyc hién make menuconfig ban s¢€ théy mdt cira sd nhap mai
goi 1a Security options. Cac lya chon mic dinh déu hop 1y. Tir ddy ban c6 thé bat

dau viéc dich hodc cai dat nhan nhu binh thudng.

s
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QUAN TRI HE THONG LINUX

T 5ng quan

Chung ta s& xem xét cac nhiém vu chinh ciia quan tri hé théng nhu quan 1y cac file

nhat ky, 1ap lich cong viéc bang cach st dung at va cron....

1. Logfiles va cdc file cdu hinh

Thu muc /var/log/

Pay 1a thu muc chira hau hét cac file nhat ky (log file). Mot sé img dung sinh ra cac
file nhat ky cta minh (vi du nhu squid hodc samba). Hau hét cac file nhat ky hé
théng déu duoc quan 1y boi tién trinh nén syslogd daemon. Cac file hé thong phd

bién 1a:
cron gilr va theo doi céc thong di€p sinh ra khi chay crons
mail céc thong diép lién quan dén mail

messages ghi nhat ky tit ca cac thong bao nhitng 1an thuc thanh cong authpriv,
cron, mail va news
secure ghi nhat ky tat ca nhitng 1an x4c thyc khong thanh cong, viéc thém /

xo0a nguoi dung, ...
File nhat ky quan trong nhét 1a messages ghi lai nhat ky hau hét cac hoat dong.

File /etc/syslog.conf

Khi syslogd dugc khoi dong thi mic dinh n6 s& doc file cau hinh /etc/syslog.conf.
Pau tién ciing ¢ thé khoi dong syslogd véi -f va duong dan dén mét file cau hinh
tuong tng. File ndy s& phai chira mot danh sach cac muc, tiép theo 1a quyén va cudi
cung 1a duong dan dén file nhat ky:

*
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iteml.priorityl ; item2.priority2 /path-to-log-Ffile

Céc muc cho phép 1a :

auth va authpriv  ngudi dung chung va quyén riéng

cron cac thong diép tién trinh cron
kern cac thong di€p nhan

mail

news

user tién trinh nguoi dung
uucp

Céac quyén cho phép: (tir cao dén thap)

emerg
alert
crit

err
warning
notice
info
debug

*

none
Cac quyén 1a 16i thiéu! Tét ca cic quyén cao hon s& dugc hé thong ghi nhat ky. Dé

gan mdt quyén info ban chi can sir dung dau '=' dé€ gén nhu sau:

user.=info Ivar/log/user_activity

Danh sach /etc/syslog.conf

# Log all kernel messages to the console.

# Logging much else clutters up the screen.

*
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#kern.* /dev/console
# Log anything (except mail) of level info or higher.
# Don't log private authentication messages!

*.info;mail.none;news.none;authpriv.none /var/log/messages

# The authpriv file has restricted access.

authpriv.* /var/log/secure

# Log all the mail messages in one place.

mail.* /var/log/maillog

# Log cron stuff

cron.” Ivar/log/cron

# Everybody gets emergency messages, plus log them on another

# machine.
*.emerg *
*.emerg @10.1.1.254

# Save boot messages also to boot.log

local7.* /var/log/boot.log

#

news.=crit /var/log/news/news.crit
news.=err /var/log/news/news.err
news.notice /var/log/news/news.notice

2. Cac tién ich nhat ky

Cau lénh logger
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Tién ich dau tién cua nhat ky 13 cau 1énh logger s& ghi cic thong diép vao file

/var/log/messages :

Neéu ban go cau 1énh nhu sau:

= logger program myscipt ERR

Phia cudi file /var/log/messages s& 1a mot thong diép twong ty nhu sau:

Jul 17 19:31:00 localhost penguin: program myscript ERR

Thiét lip dia phuwong (local settings)

Tién ich logger s& mic dinh ghi cac thong bao vao /var/log/messages. Mot s6 muc
dia phuong (local items) dugc dinh nghia trudc c6 thé giup ban tao ra cac file nhat
ky cta minh nhu local0 t6i local7 13 cac item sir dung cho ngudi quan tri hé thong.
Céc item dugc dinh nghia ndy phu thudc vao hé thong (File nhat ky ghi thong tin
thoi gian khoi dong hé thong RedHat local7 trong /var/log/boot.log). Ban hiy thém
mot dong sau day vao file /etc/syslog.conf:

local4.* /dev/tty9

Khoi dong lai syslogd

=
= killall -HUP syslogd

Cau lénh tiép theo s& duoc ghi nhat ky vao /dev/tty9

[
L:gg logger -p local4.notice "This script is writing to /dev/tty9"

Mot thiét bi dang quan tdm khac 1a /dev/speech dugc cai dit véi cac coéng cu
Festival.
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logrotate

Céc file nhat ky duoc cap nhat bﬁng cach sir dung logrotate. Thong thuong
logrotate dugc chay hang ngdy nhu 1a mot coéng viéc cron. File cau hinh
/etc/logrotate.conf s€ chira cac cau 1énh tao hodc nén file.

Danh séach cua logrotate.conf

# rotate log files weekly
weekly
# keep 4 weeks worth of backlogs
rotate 4
# send errors to root
errors root
# create new (empty) log files after rotating old ones
create
# uncomment this if you want your log files compressed
compress
# RPM packages drop log rotation information into this directory
include /etc/logrotate.d
# no packages own lastlog or wtmp -- we'll rotate them here
/var/log/wtmp {
monthly
create 0664 root utmp

rotate 1

3. Cac cong viéc tw dong (Automatic Tasks)

Sir dung cron

Chuong trinh c6 trach nhiém chay cac cron duoc goi 1a crond. Mdi phut crond s&

doc céc file co chtra cau 1énh dé thuc hién. Cac file nay duoc goi la crontabs.
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File crontabs nguoi dung dugc luu gitr trong /var/spool/cron/<username>. Cac file
nay s& khong cho phép soan thao truc tiép boi nguoi dung khong phai 14 ngudi ding
root va can thiét phai str dung cong cu soan thao crontab (xem dudi day).

File crontab hé thdng 1a /etc/crontab. File ndy sé& thyc hién dinh ky tat ca cac script
trong /etc/cron.* bao gdm bat ky dudng dan biéu tuong (symbolic link) tré téi cac
scritp hodc cac tép nhi phan trong hé thong.

Pé thuc thi cac dau vao cron , st dung cong cu crontab. Cac cong viéc dugc lap

lich dugc xem véi tham sd Iva chon -1 nhu mé ta dudi day:

crontab -1

(9] # DO NOT EDIT THIS FILE - edit the master and reinstall
# (/tmp/crontab.1391 installed on Tue Jul 17 17:56:48 2001)

# (Cron version -- $Id: crontab.c,v 2.13 1994/01/17 03:20:37 vixie Exp $)

0 * * 07 2 /usr/bin/find /home/penguin -name core -exec rm {} \;
Liéu nguoi dung root c6 crontabs nao khong?

Tuong ty nhu tham s6 lya chon -e s€ mo trinh soan thdo méc dinh cia ban va cho

phép nhap dau vao cron.

Nguoi dung root c6 thé sir dung -u dé xem va thay déi bat ky dau vao cron nao cua
nguoi dung.

bé xo4 file crontab cua ban, sir dung crontab -r.

Day 1a dinh dang cua:

Minutes(0-59) Hours(0-23) Day of Month(1-31) Month(1-12) Day of Week(0-6) command

uyeén:

Maic dinh, mot ngudi dung bat ky nao co thé su dungcrontab. Tuy nhién, ban c6 thé
kiém so4t kha ning truy cap vé6i /etc/cron.deny va /etc/cron.allow.
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Lap lich voi “at”

Cac cong viéc at dugc chay boi tién trinh nén atd va dugc ddy ra trong

/var/spool/at/

Céau Iénh at dugc su dung dé 1ap lich mét cong viéc dang tat (off task) v&i cu phap
nhu sau

at [time]

Trong d6 thoi gian c6 thé duge biéu dién nhu sau:

now

3am + 2days
midnight
10:15 Apr 12
teatime

Pé c6 danh sach ddy du cac dinh dang thoi gian, xem /ustr/share/doc/at-

XXx/timespec.

Ban c6 thé liét ké cac cau 1énh di duoc 1ap lich véi atq hoac at -1. Cac cong viécat
dugc ghi trong /var/spool/at/:

ls /var/spool/at/

o a0000100£fd244d spool

Khi st dung atq ban sé& phai c6 mdt danh sach cac cong viéc dwoc danh sé. Ban cling cé thé st
dung sb nay dé loai bd khéi hang doi cdng viéc:

atqg

(9] 1 2001-07-17 18:21 a root
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Tir viée liét ké atq chung ta thdy rang sé cong viéc 1a 1, do d6 c6 thé loai bo cong

viéc khéi hang doi nhu sau:

at -d 1

Mic dinh at s& han ché ngudi dung root. Pé ghi d¢, ban phai c6 mot /etc/at.deny

rong

hodc c¢6 /etc/at.allow véi cac tén tuong ng.

4. Sao lvu va nén

Chién lwoc sao luu (Backup strategies)

C6 ba chién luge dé sao luu mot hé théng la:

Pay dii: copy tat ca cac file

Duw phong: Pau tién copy tat ca cac file méi duoc thém hodc thay ddi ké tir lan
backup cubi ciing va sau d6 copy tat ca cac file méi duoc thém hodc stra doi tir lan
backup du phong gan nhit

Sai léch: Copy tit ca cac file méi duge thém hodc stra doi tir 1an backup diy du gan
day nhat

Vi du: néu ban thyc hién mot backup ddy du va ba 1an backup Sai 1éch trude khi hé

théng sip do, ban s& can bao nhiéu tape dé khoi phuc lai?

Tao file nén can lwu triv voi tar

Lua chon chinh dé€ tao ra mot file nén can luu trir voi tar 1a -c. Ban cling c6 thé xac

dinh tén cua archive nhu 1a d61 s6 dau tién néu st dung co -f.
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tar —-cf home.tar /home/

Néu ban khong xé4c dinh file nhu 1a mot dbi sd tar -c thi don gian h¢ théng s€ cho

dau ra file nén can luu trir nhu mot dau ra chuan:

tar -c /home/ > home.tar

Giai nén archives voi tar

Thay co -¢ bang —x s€ tao ra cac thu muc néu can thiét va copy cac file nén can luu
trtr vao thu muc hi¢n thoi cia ban. D€ chuyén tiép két qua giai nén vao mdt thu muc

(vi du thu muc /usr/share/doc), ban co thé 1am nhu sau:

tar xf backeddocs.tar -C /usr/share/doc

Nén
Tat ca cac archives cd thé dugc nén bang nhi€u ti¢n ich khac nhau. Cac co sau sé&

cho phép khi tao, thur nghiém (testing) hodc giai nén mot tép can luu trir:

Tham s6 lua Kiéunén

chon tar

Z compress
z gzip

] bzip2.
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Tién ich cpio
Tién ich cpio dugc sir dung dé copy céc file tir hoac dén céc file nén.
- Giai nén mot file dir li€u trén tape:

cpio -1 < /dev/tape

- Tao mét file nén dit liéu cho thu muc /etc:

find /etc | cpio -o > etc.cpio

5. Tai liéu
Trang trg giup Manpages va co sé dir liéu whatis

Trang tro gitp dwoc té chirc theo cac phan

NAME tén clia muc (item) tiép theo bdi mot dong ghi chi ngén
SYNOPSYS cu phap cua cau lénh

DESCRIPTION giai thich dai

OPTIONS Cac tham sé lwa chon c6 thé

FILES Céc file lien quan dén item hién tai(vi du cac file ciu hinh)
SEE ALSO cac trang hwdng dan khac lién quan dén cha dé hién tai

Céc phan trén khong thé thiéu trong mdt trang tro gitp.

Co so dit liéu whatis luu trir phan NAME cua tat ca cic trang trg giup trong hé
théng. Viéc luu trir ndy duge thyc hién boi cron hang ngay. Co s¢ dit lisuwhatis co
hai dau vao nhu sau:

name(key) — one line description
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Cu phap cua whatis la:

whatis <string>

Két qua dau ra 1a phan NAME day du cta cac trang tro giup trong do string twong

ung voi named(key)

Ban ciing ¢6 thé st dung cau 1énh man dé truy van co so dir liéu whatis. Ct phap

cua man la

man -k <string>

Khong giong nhu whatis, cau lénh man s€ truy van ca “name” va “one line

description” cua co so dit liéu. Néu string phu hop v6i mot tir trong bat ky mot

truong nio & trén, truy van sé tra vé mot NAME day du.

Vi du: (String phu hop s€ dugc boi dam)
whatis Bilo
lilo (8) - install boot loader

lilo.conf [lilo] (5) - configuration file for lilo

man -k lilo

grubby (8) - command line tool for configuring grub,
lilo (8) - install boot loader
lilo.conf [lilo] (5) - configuration file for lilo
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Cac trang trg giap duoc luu gitr trong /usr/share/man

Céc phan cua trang tro gitp

Phan 1

Phan 2

Phan 3

Phan 4

Phan 5

Phan 6

Phan 7

Phan 8

Phan 9

thong tin trén cac bang executables
Cac |&i goi hé thdng, vi du mkdir(2)
Cac |&i goi thw vién, vi du stdio(3)
Céc thiét bj (files trong /dev)

Céc file cAu hinh va dinh dang

Céac tro choi

Céc goi Macro

Cac cau lénh quan tri

Cac doan ma nhan (Kernel routines)

Dé truy cap vao mot phan N xac dinh, ban go:

man N command

Vidu:

man mkdir

man 2 mkdir

man crontab

man 5 crontab

Cac trang thong tin
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Céc trang thong tin (infor page) nam trong thu muc /usr/share/info. Cac trang nay
1a céc file nén va co thé doc véi cong cu info.

Cac cong cu GNU nguyén ban hay st dung cac trang thong tin hon cac trang trg
gitip (man page). Tuy nhién thong tin vé cac du an GNU nhu gee hoic glibe van co

pham vi rOng hon trong cic trang thong tin so vd1 cac trang trg giup.

Ti liéu truc tuyén

Cac du an GNU bao gé)m cac tai licu nhu FAQ, README, CHANGELOG va thinh
thoang 14 huéng dan user/admin. Dinh dang cua cac tai lieue nay co6 thé 1a ASCII
text, HTML, LateX hoac postscript.

Cac tai liéu nay dugc luu gitr trong thu muyc/usr/share/doc/.
HOWTOSs va Dy an tai liéu Linux

Du 4n tai liéu Linux (LDP) cung cdp nhiéu tai liéu chi tiét theo cac chu dé& khac
nhau. Cac tai liéu ndy huéng dan cach st dung va thuc thi trén Linux. Dia chi cua
trang web 1a www.tldp.org.

Céc tai liéu The LDP déu mién phi va co6 thé duoc phan phdi theo gidy phép CPL.
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5. Thuwc hanh

Ghi nhat ky

1. Thay ddi file /etc/syslog.conf dé in ra mot sé nhat ky t&i /dev/tty9 (dam bao rang
ban khoi dong lai syslogd va két qua dau ra duoc chuyén gian tiép mot cach hop
1¢)

2. Thém mét muyc (item) local5 v6i quyén t6i /ect/syslog.conf va dit ddu ra truc
tiép t61 /dev/tty10. Khoi dong lai syslogd va st dung logger dé ghi thong tin qua

local5s.

3. Doc script /ete/re.d/init.d/syslog va thay doi /etc/sysconfig/syslog dé cho phép

cac host tir xa g1 cac nhat ky dau ra.

Lap lich

4. Tao mdt dau vao cron s& khéi dong xclock theo dinh ky 2 phut mét 1an. Chu y
rang cron khong biét cac bién hé thong nhu PATH va DISPLAY.

5. Sir dung at.dé khoi dong xclock trong nam phut tiép theo.

Archiving

6. St dung find dé liét ké tat ca cac truong da duogc sira doi trong vong 24 gio gin
nhat..

(goi y: Chuyén tiép dduracla find -mtime -1 t&i1 file)

7. St dung cpio dé tao mot tép nén can luu trit c6 tén 13 Incremental .cpio.

(tra I&i: St dung file clra doc tao ra & trén va thwe hién cat FILE | cpio —ov > Incremental.cpio)

8. Su dung xargs va tar dé tao ra mot file nén dix liéu cia tat ca cac file dd duoc
cap nhat moi hoac thay doi trong vong 5 phut gén day nhét.

9. Tuong tu nhu trén st dung tham s6 lua chon —exec v6i cau lénh find. Cha y, cac

file dugc liét ké boi find c6 thé duoc tham chiéu bai biéu tuong {}.
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10. Giai nén file ban vira tao ra.
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1. Serial Modems

Thong thuong Linux ngam dinh cac modem nbi tiép dugc ndi voi mot cong ndi tiép
(mot thiét bi cua /dev/ttySN). Vi thé trudc tién ching ta can tim ra cong ndi tiép dé

két noi vo1 modem.

Lénh setserial -g s& truy van cac cong ndi tiép. Néu ngudn tai nguyén (resource) cho
cac cong nay chua san c6 thi gia tri UART 1a khong biét (unknown).

Vi du cac két qua cua 1énh setserial:

setserial -g /dev/ttyS[0-3]

/dev/ttyS0, UART: 16550A, Port: 0x03£f8, IRQ: 4

/dev/ttySl, UART: 16550A, Port: 0x02f8, IRQ: 3

/dev/ttyS2, UART: unknown, Port: 0x03e8, IRQ: 4
/dev/ttyS3, UART: unknown, Port: 0x02e8, IRQ: 3

Dbi voi cac modem khong nbi tiép chung ta co thé lay thong tin vé ngudn tai nguyén
san c6 & /proc/pei. Hai dong 1énh dudi ¢y minh hoa céc thiét 1ap i/o va IRQ c6 thé
dugc chuyén dén thiét bi con tréng /dev/ttyS?

setserial /dev/ttyS2 port 0x2000 irqg 3

setserial /dev/ttyS2 autoconfig

Lénh thir hai sé& thiét 1ap UART phu hop.

Cac 1énh nay s& khong con tac dung trong 1an khoi dong tiép theo va cé thé duoc luu
tai /ete/re.serial. Script dudi ddy 1a mot trong nhiing script cudi ciing dugc thuc hién
boi re.sysinit luc khoi dong.
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Script re.serial

#!/bin/bash
TTY=/dev/ttyS2

PORT=0x2000
IRQ=3

echo "Setting up Serial Card ..."
/bin/setserial S$TTY port $PORT irg S$IRQ 2>/dev/null
/bin/setserial S$TTY autoconfig 2>/dev/null

2. Céu hinh quay 56 (dialup)

Sau khi modem da duoc két ndi véi mot thiét bi ndi tiép, chung ta c6 thé gui dén
modem nhitng huéng dan cu thé nhu 14 ATZ va ATDT. Mot cong cu dong vai trd

nhu mdt giao ti€p dau cudi do 1a minicom.

Minh hoa minicom

__." 192.168.1.71 - PuTTY

Welcone to minicom 1.

OPTIO|
Compl |
| Commands can be called by

Hain Functions

Mot cong cu thong dung khac d6 1a wvdialconf. Cong cu nay s& tu dong kiém tra
cac modem trén ttyS va tao ra mot file cdu hinh. File nay s& dugc dung dé quan 1y sy

xéc thyc ctia mét khau va khoi tao daemon pppd sau khi két ndi thanh cong.
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3. pppd va chat
Trude hét script chat dugce ding dé giao tiép voi modem chu tir xa. N6 bao gdm mot
loat cac xau expect/send. Pinh dang c4c xau nay la nhu sau:

‘expected query’ ‘answer’

Céc truy vin mong doi (expected queries) tir modem [a:

L ‘OK’ ‘CONNECT’ ‘login’ ‘password’ ‘TIMEOUT’ >’

Script sé dugc doc tuan tu va bat dau vai truy van tréng "', truy van nay s€ duoc ddi
sdnh vo1 1énh 'ATZ'. Sau khi modem dugc khéi tao, nd s& gui lai truy van 'OK..
Tiép 6 script sé& tra 11 v6i 1énh quay sd. Qua trinh giao tiép nay sé tiép tuc cho dén

khi 161 nhic '>' xuat hién tai phia ngudi dung thuc hién pppd.

Vi du vé script chat:

'ABORT' 'BUSY'

'ABORT' 'ERROR'

'ABORT' 'NO CARRIER'
'ABORT' 'NO DIALTONE'
'ABORT' 'Invalid Login'
'ABORT' 'Login incorrect'
LI} lATZ \l

'OK' 'ATDT01172341212"

'CONNECT' "'
'ogin:' 'adrian'
'ord:' 'adrianpasswd'

'TIMEOUT' '5'
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> pppd

Vi du trén chi 12 mot cach dé thuc hién viec giao tiép. Chung ta ciing c6 thé khoi tao

pppd va goi scrip chat nhu sau:

pppd /dev/ttyS2 115200 \

nodetach \

lock \

debug \

crtscts \

asyncmap 0000000 \

connect "/usr/sbin/chat -f /etc/sysconfig/network-scripts/chat-ppp0"

Céc dong phia dudi 1énh pppd c6 thé duoc luu tai /etc/ppp/options. File nay chta
phan 16n nhitng dic tinh tao nén kha ning xir Iy va sy linh hoat ctia pppd. Vi du
require-chap sé sir dung /etc/ppp/chap-secrets cho qua trinh xac thuc.

4. PPPD peers

Trong /ete/ppp/ c6 mot thuy myc c6 tén 1a peers. Trong thu muc nay chiing ta co6 thé
tao mot file chira tat ca nhitng lya chon dong 1énh can thiét cho pppd. Theo phuong
thirc nay cac két ndi binh ding c6 thé dugc khdi tao bang tat ca ngudi dung.

Dudéi day 1a vi du cia mdt file PPP peer:

#This optionfile was generated by pppconfig 2.0.10.

hide-password

noauth

connect "/usr/sbin/chat -f /etc/sysconfig/network-scripts/chat-ppp0"
/dev/ttyS0

115200
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defaultroute
noipdefault

user uk2

File peer uk2 cé thé duoc ding nhu sau:

# pppd call uk2

Lénh nay s& quay sd dugc xac dinh trong "chat script" va xac thuc nhu 13 nguoi
dung "uk2". Chu ¥ rang 1énh ndy s& yéu cdu nhiing gia tri twong Ung trong
/etc/ppp/chap-secrets va /etc/ppp/pap-secrets. Cau tric cho cac bao mét pap va chap

1a nhu sau:

# Secrets for authentication using CHAP
# client server secret IP addresses
uk?2 * "yk2" *

Céac dong 1énh nay cho phép cac mat khau khac nhau dugc str dung néu chung ta két
ndi v6i nhing may chu khac nhau. N6 ciing cho phép chiing ta xac dinh mét dja chi
IP. Thuc ra dia chi IP khong thé xac dinh khi két ndi toi mot ISP tuy nhién khi tao
nhirng két ndi riéng qua trinh xac dinh s¢ duoc thyc hién. Vi du khi x4c dinh vi tri
dé kiém tra hoat dong ctia mang, chiing ta can xac dinh nguoi dung nao st dung mot

dia chi IP chéc chén.

5. Wvdial

Pay 1a mot phuong phap mic dinh dé Red Hat két ndi dén mot mang quay sd.
Chung ta nén st dung nhimg coéng cu cung cip boi Gnome hoic KDE dé thiét 1ap

nhimng thong s6 cho wvdial trong file /ete/wvdial.conf

Duéi day 1a mét vi du vé file wvdial.conf
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[ModemO]

Modem = /dev/ttyS0

Baud = 115200

Dial Command = ATDT

Initl = ATZ

FlowControl = Hardware (CRTSCTS)
[Dialer UK2]

Username = uk?2

Password = uk2

Phone = 08456091370

Inherits = ModemO
Pé dung wvdial tir dong 1énh, chung ta c6 thé thuc hién theo ¢t phap sau:
# wvdial <dialer-name>

Trong vi du vé file cau hinh, cau 1énh sau s& thyc hi¢n qua trinh két noi c6 tén 1a
"uk2"

# wvdial uk2
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IN AN

IN AN

C6 hai muc dich trong chuong nay do 1a gioi thi€u cac ccong cu in an GNU san co

trén Linux va hi€u 10 cac file cau hinh d61 vé1 may chu in an.

1. B¢ loc (Filters) va gs

Déi véi nhitng dinh dang phi van ban, hé théng Linux va Unix thuong sir dung cc
bo loc. Nhiing b loc nao sé chuyén nhirng dinh dang JPEG hodc troff vao dinh dang
postscript. Va dinh dang ndy c6 thé duoc giri truc tiép dén may in postscript, tuy
nhién khong phai tit cd may in thong thuong c6 kha ning xir 1y postscript, mot thiét
bi trung gian "may in postscript 40" c6 tén 1a gs (ghostscript) s& chuyén dbi

postscript vao PCL.

Ban thuong mai cua ghostscript 1a Aladdin Ghostscript va ban GNU la version cili

hon.

Tién ich gs c6 mot co so dir lidu cua cac thiét bi diéu khién (driver) cho may in
(danh sach cac thiét bi diéu khién thuong xuyén dugc cap nhat, vi du rat nhiéu cac
may in USB ¢6 thé dung duoc), do d6 tién ich nay sé& xir 1y va chuyén di postscript
truc tiép vao PCL cho nhiing loai may in da biét. Tién ich gs dong vai trd trung tAm

trong qua trinh xr 1y in an cua Linux.

2. May in va hang doi in

Nhu di dé cap ¢ trén cac dang vin ban ascii don gian khong can xur 1y theo cach
thirc gidng nhu cac file hinh anh hodc postscript. Néu chung ta chi c6 duy nhat mot
may in va vi du mudn in ra nhimg buc thu, thi chung ta khong can thiét sir dung bo
loc. Chung ta s& dinh nghia mot hang doi thay thé bo loc va gitp qua trinh in dién ra
nhanh hon. Chung ta ciing c6 thé dinh nghia moét hang doi trén cing mot may in

danh cho viéc xtr 1y cac file postscript.

*
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Tat ca cac hang doi va may in dugc dinh nghia trong /etc/printcap. Duéi ddy 1a cau

hinh day da cia mot may in tir xa 192.168.1.20 str dung hang doi tir xa c6 tén 13 'lp":

1p:\
:sd=/var/spool/lpd/lp:\
mx#0:\
:sh:\
:rm=192.168.1.20:\
rrp=1lp:

Céc Iya chon can thiét & day 13 rm danh cho may chu tir xa, sd 1a thu muc duong
dng may in (spool), va rp 1a tén ctia hang doi tir xa. Chu ¥ rang khong c6 bo loc nao
dugc xac dinh ¢ day (chung ta cé thé sir dung 1énh if cho bg loc dau Vao). Tat ca cac

qua trinh loc dugc thuc hién trén may chu tur xa.

3. Cac cong cu in dn

lpr:

Tién ich Ipr duoc dung dé gui cac cong viée lién quan dén in an téi may in. Day la
mot phién ban méi cua Ip (line print). Péi véi nguoi ding sé thuan tién hon néu nhu
mot may in c¢6 thé gan két voi nhiéu hon mot hang doi. Duéi ddy 1a hai vi du dé in
mot file c6 tén la LETTER.

Gui cong viéc dén mdy in mdc dinh:

lpr LETTER

Giri cong viée dén hang doi 'ljet':

lpr -Pljet LETTER

Bang 1: Cac lya chon chinh cho Ipr

*
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-#num In num ban copies

-Ppg Chi dinh hang in pq

-s Tao mot lién két twong trung trong thu myc duong éng may in
thay cho qua trinh copy file vao do

lpq:

Nguoi ding c6 thé quan sat trang thai ctia hang in bang tién ich lpq. Duéi day la

mot vai vi du.

Hién thi cac cong viéc trong hang doi mac dinh:

lpg

Hién thi cdc cong viéc cho tat ca hang doi trong hé thong

lpg -a

Hién thi cac cong viéc trong hang doi tir xa

lpg -Premote

lprm:

Tuy thudc vao lya chon trong /etc/lpd.perms ngudi dung c6 thé duoc phép xoa
nhimg cong viéc dang cho doi bang 1énh lprm.

Xoa cong viéc cuoi cung dwoc gui di

lprm
Xoa cac cong viéc duoc gui di bang nguoi dung dhill:
lprm dhill

*
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Xoa tat ca cong viéc dwoc gui di:

lprm -a (orsimply 1prm -)

Chiing ta ciing c¢6 thé xo4 mot cong viée cu thé trong duong 6ng may in bang cach

chi ra gia tri cua cong viéc, gia tri nay dugc tao ra bdi Ipq.

Ipc:

Tién ich diéu khién may in theo dong (Line Printer Control) duoc dung dé diéu
khién cac hang in va cac may in. Cac hang in c6 thé bj vo hiéu hoa hodc 1am viéc tré
lai. Chu y rang 1énh lprm chi c6 thé xoa cac cong viée tir hang doi nhung khong c6
thé dimng lai mot hang doi.

Chung ta c¢6 thé thuc hién tuong tac véi Ipc (Ipc ¢ dau nhic riéng) hodc sir dung

dong 1énh.

Duéi day 1a két qua cta lénh Ipc — help:

CMD: /usr/sbin/lpc help

| 4 Commands may be abbreviated. Commands are:
abort enable disable help restart status topg ?
clean exit down quit start stop up

Céc lira chon enable/disable/topq/up lién quan dén hang doi.

Céc lwa chon start/stop/down lién quan dén may in.

4. Cdc file ciu hinh

letc/printcap

*
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Nhu di dé cip trong phan trude ciia chuong ny, file trén sé& dinh nghia tit ca cac

may in va hang doi ma hé thong c6 thé dung (tir xa hodc cuc bo).

Mady in mac dinh cé thé dugc xac dinh v6i cac bién LPDEST hodc PRINTER:
PRINTER=Ip

Neéu khong cé bién mdi truong nao dugce thict 1ap, may in mac dinh la may in dau

tién dugc dinh nghia trong /etc/printcap.

Céc dinh nghia chinh la:

Ip tén thiét bi, thong thudng /dev/Ip0 cho cong song song

mx  dung lugng file lon nhat (gi tri 0 c6 nghia 12 khong gidi han)
sd thu myc duong dng may in

if  bo loc dau vao

rm  dia chi may chu tir xa hoac IP

rp  tén hang doi tur xa

Néu nhu file /etc/printcap c6 thay ddi thi chiing ta can khoi dong lai daemon Ipd.

letc/lpd.conf

Pay 1a mot file c6 ndi dung rat dai va ngam dinh 1a tat ca cac lya chon déu dugc ghi
chu. File ndy duoc dung khi ngudi quan tri mang mudn c6 thém quyén diéu khién
d6i v6i qua trinh in 4n (vi du: x4c thuc quyén truy nhédp tir xa, cic quyén ctia ngudi

dung...)

/etc/lpd.perms

File nay diéu khién cac quyén lién quan dén cac tién ich Ipc, Ipq, va Iprm. Cuy thé
chung ta c6 thé cung cdp cho ngudi ding quyén dé loai bo nhitng cong viéc hién
thoi cua ho tir hang doi véi dong 1€nh sau:

*
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ACCEPT SERVICE=M SAMEHOST SAMEUSER

LPRng s& str dung mot hé théng cac phim dé rat gon cac muc trong Ipd.perms. Tuy
nhién qua trinh nay khong dé& dang c6 thé hiéu dugc ddi véi nhiéu truong hop. Vi du
dich vu 'M' tuong tng v6i Iprm trong dong I¢nh phia trén.

Vi du vé file /ete/Ipd.perms:

## Permissions are checked by the use of 'keys' and matches. For each of
## the following LPR activities, the following keys have a value.
##

## Key Match Connect Job Job LPQ LPRM LPC
## Spool Print

## SERVICE S X! 'R’ 'p!’ 'Q" ™' 'c'
## USER S - JUSR JUSR JUSR JUSR JUSR
## HOST S RH JH JH JH JH JH
## GROUP S - JUSR JUSR JUSR JUSR JUSR
#4+ IP IP RIP JIP JIP RIP JIP JIP
## PORT N PORT PORT - PORT PORT PORT
## REMOTEUSER S - JUSR JUSR JUSR CUSR CUSR
## REMOTEHOST S RH RH JH RH RH RH
## REMOTEGROUP S - JUSR JUSR JUSR CUSR CUSR
## REMOTEIP IP RIP RIP JIP RIP RIP RIP
## CONTROLLINE S - CL CL CL CL CL
## PRINTER S - PR PR PR PR PR
## FORWARD \ - SA - - SA SA
## SAMEHOST \ - SA - SA SA SA
## SAMEUSER \Y% - - - SU SU SU
## SERVER v - SV - SV SV SV
## LPC S - - - - - LPC
## AUTH \ - AU AU AU AU AU
## AUTHTYPE S - AU AU AU AU AU
## AUTHUSER S - AU AU AU AU AU
## AUTHFROM S - AU AU AU AU AU
## AUTHSAMEUSER S - AU AU AU AU AU
##

## KEY:

## JH = HOST host in control file

## RH = REMOTEHOST connecting host name

4 JUSR = USER user in control file

## AUTH will match (true) i1f authenticated transfer
## AUTHTYPE will match authentication type

is
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## AUTHUSER will match client authentication type

## AUTHFROM will match server authentication type and is NULL if not from
server

## AUTHSAMEUSER will match client authentication to save authentication in
job

##

## Example Permissions

##

## # All operations allowed except those specifically forbidden
## DEFAULT ACCEPT

##

## #Reject connections from hosts not on subnet 130.191.0.0

## # or Engineering pc's

#4 REJECT SERVICE=X NOT REMOTEIP=130.191.0.0/255.255.0.0

## REJECT SERVICE=X NOT REMOTEHOST=engpc*

##

## #Do not allow anybody but root or papowell on

## #astartl.astart.com or the server to use control

## #facilities.

## ACCEPT SERVICE=C SERVER REMOTEUSER=root

i ACCEPT SERVICE=C REMOTEHOST=astartl.astart.com REMOTEUSER=papowell
##

## #Allow root on talker.astart.com to control printer hpjet

## ACCEPT SERVICE=C HOST=talker.astart.com PRINTER=hpjet REMOTEUSER=root
## #Reject all others

#4# REJECT SERVICE=C

##

## #Do not allow forwarded jobs or requests

## REJECT SERVICE=R,C,M FORWARD

##

#

# allow root on server to control jobs

ACCEPT SERVICE=C SERVER REMOTEUSER=root

# allow anybody to get server, status, and printcap

ACCEPT SERVICE=C LPC=lpd, status,printcap

# reject all others

REJECT SERVICE=C

#

# allow same user on originating host to remove a job

ACCEPT SERVICE=M SAMEHOST SAMEUSER

# allow root on server to remove a job

ACCEPT SERVICE=M SERVER REMOTEUSER=root

REJECT SERVICE=M

# all other operations allowed

DEFAULT ACCEPT
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/etc/host.{Ipd.equiv!

Nhimng file nay duoc dung bdi hé théng cac qua trinh in 4n LRP va ¢6 rai ro vé bao
mat. Khi thyc hién may dich vu in, ching ta can xéc dinh nhitng may chud nao co thé
truy cdp vao mdy in & trong /etc/hosts.Ipd. Chiing ta ciing can bd sung nhiing may

chu nay vao /etc/hosts.equiv.

Nhing file nay ngay nay dugc thay thé trong LPRng bang file /etc/lpd.perms

*
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5. Thuwc hanh

1. Str dung printtool va tai mot hang doi cuc bd c6 tén 1a lp.

2. Chinh stra thiét bi /dev/tty10 nhu 13 thiét bi may in (nhé thuc hién chmod 666
/dev/tty10 dé cho phép in 4n trén thiét bi nay). By gid ban c6 mot mdy in o trén hé

thong cua ban!
3. Gui cac cong viéc dén hang in st dung lpr va pr.

4. Véi cong cy in 4n trén hé théng cia ban, hiy dinh nghia cac hang doi tir xa khac

nhau
- mot hang doi UNIX
- mot hang doi SMB

Néu ban dang str dung may chu, chic chin cac ciu 1énh phu hop trén s& dugc dinh

nghia trong /etc/lpd.perms
Trong mdi trudng hop

- kiém tra file /etc/printcap. Bo loc nao dugc st dung? May chu tr xa duge dinh

nghia nhu thé nao?

- kiém tra thu muc /var/spool/lpd/

5. Dung cé4c hang in khac nhau va cac may in vai Ipe.
6. Kiém tra ndi dung cuia mdi hang in véi Ipe.

7. Loai bo khoi hang doi nhiing cong viéc cu thé véi lprm

*
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